'1 * 



'i t 



(19) 




(12) 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



1 



01) EP 1 073 253 A2 

EUROPEAN PATENT APPLICATION 



(43) Date of publication: 

31.01.2001 Bulletin 2001/05 



(51) lntCl7: H04N 1/00 



(21) Application number: 00306433.4 

(22) Date of filing: 28.07.2000 



(84) Designated Contracting States: 


(72) 


Inventors: 


ATBE CH CY DE DK ES Fl FR GB GR IE IT LI LU 




Yamagata, Shigeo 


MC NL PT SE ; :• 




Ohta-ku, Tokyo (JP) 


Designated Extension States: 


• 


Miyamoto, Ryosuke 


AL IT iV MK RO SI 




Ohta-ku, Tokyo (JP) 




• 


Eiji, OrtaraV' 


(30) Prk^i-^^A^^JP 21540699 




Ohta-ku, Tokyo ( JP) 


24.09.1999 JR 27027899 






3| 0l!;2p00 JP 2000022961 


(74) 


Representative: 






Beresford, Keith Denis Lewis et al 


(71 ) Applica^t^ kaisha 




BERESFORD & Co. 


Tokyo (JP)^ / 




High Holbom . 




2-5 Warwick Court 
London WC1 R 5DJ (GB) 



CM 
< 
CO 

to 

CM 



Q. 
IU 



(54) Image processsing system, image processing method, image processing apparatus, and 
storage medium 



(57) Conventionally, it is impossible to securely and 
efficiently implement the judgment of specif ic images. 
In order to sotve this task; image processing appa- 
ratus according to trie present invention is! characterized 
in including an input unit (in these embodiments, this 
corresponds to, for. example, the interface unit 111 in 
FIG 1 ) for inputting color image data, a judging unit (this 
corresponds to, for exam jalOi the forgery judging unit 11 3 
in FIG. 1 ) for judging whether the judgment of whether 
a color image [cpmposeci 61 the color image data is a 
specific image has been already performed, and an im- 
age judging unit (this corresponds to, for example, the 
forgery unit 1 1 3 in; FIGl. 1) for judging -whether the color 
image includes the . specific image if the judgment has 
not been performed yet. 
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Description 

BACKGROUND OF THE INVENTION 

Field of the Invention 5 

[0001] The present invention relates, to an image 
processing system, an, image processing method, an 
image processing apparatus, and a storage medium for 
preventing forgery. 

Related Background Art 

[0002] Recently, performance of color image readers 
using each CCD or the like (hereinafter, color scanners) 
and color printers has been increased. Therefore, prob- 
abilities of making originals, which are copy-inhibited 
objects, copied and forged have increased by reading 
the originals, which are copy-inhibited objects, such as 
bank bills and securities with color scanners as image 
data, and outputting the image data to color printers. 
[0003] In order to prevent such forgery, color-copying 
machines having a configuration in which a color scan- 
ner arid a color printer are combined and having each 
forgery-preventing device that recognizes a copy-inhib- 
ited original and inhibits copying have increased. 
[0004] Nevertheless; equipment having each forgery- 
preventing device is hardly present in spite of each func- 
tion being provided, the function which is equivalent to 
a color copy machine by providing a personal computer 
(hereinafter, a PC) as an intermediary in case a color 
scanner and a printer is not unified. 
[0005] On the other hand, since there are also plenty 
of originals that are copy-inhibited objects, there is a 
problem that load necessary for judging whether an orig- 
inal is a copy-inhibited object is large and processing 
speed becomes low. In particular, this problem becomes 
further se ve re in case a f orge ry-p reventi ng function is 
realized with software processing using a program such 
as a scanner driver or a printer driver. 
[0006] In order to judge these plenty of copied origi- 
nals, plenty of time is necessary jpr repeatedly perform- 
ing complicated processing and performing judgment 
processing. Therefore, there is a disadvantage that, for 
example, if a plurality of originals is copied into a plurality 
of copies, the performance for copying is remarkably 
dropped. 

[0007] In addition, if judgment-processing lime is 
shortened so as to increase the performance, kinds of 
copy-inhibited originals judgment of which can be per- 
formed are limited, and further misjudgment also in- 
creases. 

SUMMARY OF THE INVENTION 

[0008] The present invention has been made in view 
of the above points, and an object of the present inven- 
tion is to efficiently perform the judgment of a specific 
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image (copy-inhibited image) in a color input/output im- 
age. - 

[0009] Another object of the present invention is to re- 
lieve the burden that is caused by judgment processing 
of a specific original and to securely prevent forgery. 
[0010] Still another object of the present invention is 
to provide a new function. 

[0011] Other objects of the present invention will be- 
come more apparent with reference to the following em- 
bodiments and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] 

Fig. 1 is a block diagram of an image processing 
apparatus according to a first embodiment; 
Fig. 2 is a flow chart showing the operation of a 
scanner unit in case a copy start switch is turned on; 
Fig. 3 is a flow chart showing the operation of a print- 
er unit 100; 

Fig. 4 is a flow chart showing the operation of a print- 
er unit 100 in a second embodiment; 
Fig. 5 is a block diagram of a third embodiment; 
Fig. 6 is a schematic diagram showing an image 
processing system according to a fourth embodi- 
ment; 

Fig. 7 is a block diagram showing internal blocks of 
a scanner; 

Fig. 8 is a block diagram showing internal blocks of 
an image data controller; 

Fig. 9 is a block diagram showing internal blocks of 
the printer; 

Fig. 10 is a flow chart showing the operation of a 
scanner; 

Fig. 11 shows an alarm display screen; 

Fig. 1 2 is a flow chart showing the operation of the 

printer; 

Fig. 13 shows an alarm display screen; 
Fig. 14 is a flow chart showing dispersed-image- 
comparison operation in a scanner and a printer; 
Fig. 15 shows an example of specific images; 
Fig. 1 6 is a flow chart showing the operation of two- 
step image comparison; 

Fig. 1 7 is a block diagram in a seventh embodiment; 
Fig. 1 8 is a block diagram of an image data control- 
ler in the seventh embodiment; 
Fig. 1 9 is a block diagram showing the configuration 
of an image input/output processing apparatus ac- 
cording to an eighth embodiment; 
Fig. 20A is a flow chart of a processing program ex- 
ecuted in a CPU of the image input/output process- 
ing apparatus according to the eighth embodiment; 
Fig. 20B is a flow chart of a processing program ex- 
ecuted in a CPU of the image input/output process- 
ing apparatus according to a modified example of 
the eighth embodiment; 

Fig. 21 is a block diagram showing the configuration 
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of a judging circuit in the image input/output 
processing apparatus; 

Fig. 22 is a flow chart of a processing program ex- 
ecuted in a CPU in an image input/output process- 
ing apparatus according to a ninth embodiment; 
Fig. 23 is a flow chart of a processing program ex- 
ecuted in a CPU in an image input/output process- 
ing apparatus according to a tenth embodiment; 
Fig. 24 is a flow chart of a processing program in 
case of erasing or correcting an input image that is 
judged to be a specific image; 
Fig. 25A is a flow chart of a processing program ex- 
ecuted in a CPU in an image input/output process- 
ing apparatus according to a modified example of 
the eighth embodiment; 

Fig. 25B is a flow chart of a processing program ex- 
ecuted in a CPU in an image input/output process- 
ing apparatus according to a modified example of 
the eighth embodiment; 

Fig. 26 is a flow chart of a processing program ex- 
ecuted in a CPU in an image input/output process- 
ing apparatus according to an example of the tenth 
embodiment- 
Fig. 27 is a schematic diagram showing the config- 
uration of a color copying machine in an eleventh 
embodiment; and 

Fig. 28 is a block diagram showing the configuration 
of an information processing apparatus in a twelfth 
embodiment. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0013] Hereinafter, preferable embodiments accord- 
ing to the present invention will be described in detail 
with reference to drawings accompanied. 

(First embodiment) 

[0014] Fig. 1 is a block diagram of an image process- 
ing apparatus according to a first embodiment. In Fig. 
1, a scanner unit 10 and a printer unit 1 00 are connected 
to each other through an interface unit. Interfaces are 
Centronics, RS-232C, USB, IEEE1 394, and Ethernet in- 
terfaces, and there is no limitation on forms of interfaces. 
[0015] An image reading unit 11 in the scanner unit 
10 optically reads an original set in the scanner unit 10 
and outputs three colors, that is, R, G, and B of color 
image data. Image memory 12 stores the color image 
data outputted from the image reading unit, and a for- 
gery judging unit 1 3 is connected to the image memory 
12. An image processing unit 14 is connected to the im- 
age memory 12, an interface unit 1 5 is connected to the 
forgery judging unit 13 and image processing unit 14, 
and data is sent from the scanner unit 10 to the printer 
unit 100 through the interface unit 15. In the printer unit 
100, an interface unit 111 receives the data sent from 
the scanner unit 10, image memory 112 is connected to 



the interface unit 111, and a forgery judging unit 113 is 
connected to the interface unit 111 and image memory 
112. A data processing unit 114 is connected to the im- 
age memory 1 1 2 and forgery judging unit 1 1 3, a printing 

5 unit 115 is connected to the data processing unit 114, 
and a color image is formed and outputted on recording 
paper in the printing unit 115. In addition, since the for- 
gery judging units 13 and 113 adopt judging methods, 
which are different from each other, such as pattern 

io matching, and color matching, it is possible to judge 
bank bills and securities such as traveler's checks. 
[0016] Next, the operation of this embodiment will be 
described. 

[0017] Figs. 2 and 3 are flow charts, showing the op- 

'5 eration of the scanner unit 10 and printer unit 1 00 in case 
a copy start switch in this apparatus is turned on. If the 
copy start switch is turned on, the image reading unit 11 
in the scanner unit 10 scans an image of an original set 
on a predetermined original table. Furthermore, the im- 

20 age reading unit 1 1 converts the image of the original 
into R, G, and B image data signals through an optical 
system and photoelectric conversion devices, and 
writes and stores the image data, which is converted, 
into the image memory 12 (step S1). In addition, the im- 

25 age memory 12 is page memory having data storage 
capacity corresponding to a page of original image. 
[0018] Next, the forgery judging unit 13 refers to the 
image data stored in the image memory 1 2, and collates 
the image data with each image pattern of specific orig- 

30 inals that are prepared beforehand (step S2). Next, it is 
judged whether a pattern of image data stored in the 
image memory 12 coincides with one of the image pat- 
terns of the specific originals (step S3). If both patterns 
coincide with each other at the step S3, the flow goes 

35 to step S4, and a signal showing the coincidence of the 
original image, which is read in the image reading unit, 
with the pattern of the specific original is outputted from 
the interface unit 15 to the printer unit 100. 
[001 9] If both patterns do not coincide with each other 

40 at the step S3, the flow goes to step S5, and a signal 
showing a mismatch is outputted from the interface unit 
15 to the printer unit. Next, the image data stored in the 
image memory 12 is inputted to the image processing 
unit 14. The image processing unit 14 converts the im- 

45 age data signal, which is inputted, into four colors : that 
is, yellow, cyan, magenta, and black of image intensity 
signals (image density signals), and outputs the signals 
to the interface unit 1 5. The interface unit 1 5 outputs the 
image intensity signals inputted to the . printer unit 100 

50 (step S6). As described above, the scanner unit 10 out- 
puts the original image intensity signals through the in- 
terface unit only if the pattern of the image data read 
from the original image does not coincide with the image 
pattern of the specific original. 

55 [0020] Next, the operation of the printer unit 100 will 
be described with reference to Fig. 3. 
[0021] The data signal is inputted from the interface 
unit 1 1 1 connected to the interface unit 1 5 in the scanner 
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unit 10to the printer unit 100 (step S11). The image data 
in the date signal inputted-from -the interface*uniMH is 
inputted to the image memory 112, and is stored in the 
image memory 12 (step SI 2). 

[0022] Subsequently, the detected signal of coinci- 
dence or mismatch with the specific pattern that is out- 
putted from the scanner unit 10 is inputted to the forgery 
judging unit 11 3, and first, it is judged whether the de- 
tected signal of mismatch (hereinafter, a mismatch sig- 
nal) with the specific pattern is inputted (step S1 3). 
[0023] If the mismatch signal is inputted, the image 
intensity signals read from the image memory 12 are 
inputted to the data processing unit 114 The data 
processing unit 115 converts the signals, which are in- 
putted, into print data, the print data converted is out- 
putted to the printing unit 115 .and printing operation is 
started (step SI 8). 

[0024] If it is judged at the step SI 3 that the mismatch 
signal is hot inputted, the flow goes to step S14, and it 
is judged whether the detected signal of coincidence 
(hereinafter, a coincidence signal) is inputted. If it is 
judged that the coincidence signal is inputted, printing 
operation is stopped (step S1 7) If it is j udged at the step 
S14 that the coincidence signal is not inputted, the for- 
gery judging unit 113 refers to the image intensity data 
stored in the image memory 112, and collates and com- 
pares the image intensity data with each image pattern 
of the specific originals prepared beforehand (step S1 5) . 
[0025] Next, a result of the collation by the forgery 
judging unit 113 is judged at step SI 6, and if it is judged 
that both coincide: with each other, p rint ing operation is 
stopped (step S 17). If it is judged that both do not coin- 
cide with each other, the flow goes to step Si 8, and the 
print data processed by the data processing unit 115 is 
outputted to the printing unit for printing operation to be 
started. 

[0026] As described above-according to the first em- 
bodiment, by sending the result of the forgery judgment 
by the forgery judging unit in the scanner unit 10 to the 
printer unit 100, the printer unit 1 00 refers to the result 
of the forgery judgment inputted from the scanner unit 
to control whether the input image data is printed. 
[0027] I h addition , if the forgery judgment is not per- 
formed in the scanner unit, the flow goes from the step 
SI 4 to the step S1 5. In the above-described embodi- 
ment; such an example that the scanner unit has the 
forgery judging* unit 13 is explained, and hence the flow 
never goes to the step SI 5. Nevertheless, only if a scan- 
ner unit not having a forgery judging unit in prior art is 
connected to the printer unit in this embodiment, the flow 
goes to the step; S1 5: The step S15 shows forgery judg- 
ment processing performed in the printer unit. The print- 
er unit is controlled so that the forgery judgment in the 
printer unit is performed only when both of the coinci- 
dence signal and mismatch signal that are the results of 
the forgery judgment are not inputted. 
[0028] Therefore, if the result of the forgery judgment 
performed in the scanner unit is inputted to the printer 



unit, it is possible to increase throughput by immediately 
- starting printing operation without performing the for- 
gery judgment in the printer unit. Therefore, it becomes 
possible to increase throughput. 

s [0029] In the above-described embodiment, such an 
example that, in the image processing unit 14 of the 
scanner unit 10, the image data signal inputted is con- 
verted into four colors, that is, yellow, cyan, magenta, 
and black of image intensity signals is shown. In addi- 

10 tion, the R, G, and B image signals are inputted to the 
forgery judging unit 13 of the scanner unit 10, and the 
yellow, cyan, magenta, and black image intensity sig- 
nals are inputted to the forgery judging unit 113 of the 
printer unit 1 00. Nevertheless, the image data signal can 

15 be outputted from the interface unit 15 of the scanner 
unit 10 tb the interface unit 111 of the printer unit 100 as 
R, G, and B signals without being converted into four 
colors, that is, yellow, cyan, magenta, and black of im- 
age intensity signals in the image processing unit 14 of 

20 the scanner unit 10. 

[0030] In this case, the R, G, and B signals are input- 
ted to the forgery judging unit 113 of the printer unit 100, 
and are converted into four colors, that is, yellow, cyan, 
magenta, and black of image intensity signals in the data 

25 processing unit 114 of the printer unit 100. 

[0031] In addition, although the image memory of the 
scanner unit 10 is page memory in the above-described 
embodiment, it is not always necessary to be the page 
memory so long as there is memory capacity necessary 

30 for performing the comparison and collation with each 
image pattern of the specific originals that is used in the 
forgery judging unit 13. 



35 



(Second embodiment) 



[0032] Next, a second embodiment will be described. 
The second embodiment is such an example that the 
operation flow of the printer unit 100 in the first embod- 
iment is modified, and this is shown in Fig. 4. 

40 [0033] In Fig. 4, the printer unit 1 00 inputs a data sig- 
nal, outputted from a scanner unit, from the interface unit 
111 (step S 11). Next, it is judged at step SI 3 whether a 
mismatch signal is present in the data signal inputted 
from the interlace unit. If the mismatch signal is present, 

^5 the flow goes to step S1 2, input image data is written in 
the image memory 112, and printing operation is started 
(stepS18). 

[0034] In addition, writing of the input image data in 
the image memory 112 that is performed at the step S12 

50 is controlled so that, just after writing with volume re- 
quired in the data processing unit 11 4 and printing unit 
115 that are subsequent stages is completed, the flow 
goes to step S18, data is read from the image memory 
112, and printing operation is started. In this case, the 

55 image memory 11 2 is used as data processing buffer 
memory of the data processing unit 114 and printing unit 
115. 

[0035] If the mismatch signal is not present at the step 
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S1 3, the flow goes to step S14, and it is judged whether 
a coincidence signal is present. If the coincidence signal 
is present, the flow goes to step S17, and printing oper- 
ation is stopped. If the coincidence signal is not present, 
the flow goes to step S19. Such a case that the flow 
goes to step S1 9 shows a case of forgery judgment be- 
ing not performed in the scanner unit. At the step S19, 
a page of input image data is written in the image mem- 
ory 112. 

[0036] Next, the forgery judging unit 113 performs 
comparison and collation with each specific pattern at 
step S15 to judge at the step S1 6 whether the image 
data coincides with each specific pattern. If not coincid- 
ing, printing operation is started at the step S18, and if 
coinciding, printing operation is stopped at the step S17. 
In addition, if the printing operation is stopped at the step 
S17, error display showing that the data signal is not 
suitable for printing operation can be performed. 
[0037] As described above, if a result signal of the for- 
gery judgment in a scanner unit is inputted to a printer 
unit, it is controlled with the result signal of the forgery 
judgment in the scanner unit whether input data is print- 
ed. Furthermore, if the result of the forgery judgment is 
not inputted, the printer unit performs the forgery judg- 
ment. The operation is controlled so that the data signal 
is printed only if the printer unit judges that the image 
data does not coincide with a specific pattern. 
[0038] As described above, by controlling the printing 
operation in the printer unit on the basis of the result of 
the forgery judgment performed in the scanner unit and 
controlling the printing operation on the basis of the re- 
sult of the forgery judgment performed in the printer unit 
only if the forgery judgment processing is not performed 
in the scanner unit, it becomes possible to perform se- 
cure forgery judgment processing. Furthermore, dupli- 
cated forgery judgment processing is never performed 
in the scanner unit and printer unit, and hence it is pos- 
sible to increase the throughput of printing operation. 

(Third embodiment) 

[0039] Next, a third embodiment will be described. In 
the third embodiment, a scanner unit and a printer unit 
are connected via a network, which is different from the 
first and second embodiments where the scanner unit 
and printer unit are connected in one-to-one relation. 
[0040] Fig. 5 is a block diagram of the third embodi- 
ment. In Fig. 5, a scanner unil-A 10, and a printer unit 
100 have respectively the same functions as those of 
the scanner unit 10 and printer unit 100 that are de- 
scribed in the first embodiment. Therefore, the same ref- 
erence numerals are assigned to the blocks having the 
same functions. 

[0041] This embodiment is configured so that devices 
connected to a network cable 40 in Fig. 5 input and out- 
put each data signal between respective devices via the 
network cable 40. A scanner unit-B 20 in Fig. 5 is a scan- 
ner not having a forgery judging unit, and other compo- 



nents are the same as those of a scanner unit-A 10. In 
addition, a computer 30 in Fig. 5 is connected to the net- 
work 40. 

[0042] Hereinafter, the operation of the third embodi- 
s ment will be described. 

[0043] As for the operation in the case of outputting 
an original image, read in the scanner unit-A 10, from 
the printer unit 1 00, as described in the above-described 
first and second embodiments, by judging a result of for- 
10 gery judgment, performed in the scanner unit-A, in the 
printer unit 100, an image data signal is immediately 
printed and printing operation is stopped without per- 
forming duplicated forgery judgment processing in the 
printer unit 100. 
is [0044] In addition, in case the original image data read 
in the scanner unit-B not having the forgery judging unit 
is printed in the printer unit 100, forgery judgment 
processing in the printer unit 1 00 judges whether an in- 
put image data coincides with a specific image pattern. 
20 The input image data is printed only if not coinciding with 
the specific image pattern, and printing operation is 
stopped if coinciding. Therefore, it is possible not only 
to perform secure forgery judgment processing, but also 
to increase the throughput of printing operation without 
performing duplicated forgery judgment processing. 
[0045] Next, the operation in the case of the computer 
30 bringing in a signal, read from an original image, from 
the scanner unit-A and scanner unit-B 20 will be de- 
scribed. 

[0046] The computer 30 sends a: scanner operation 
instruction to the scanner unit-A 10 from the interface 
unit 35 connected to the network 40; The scanner unit- 
A 10 starts operation according to the flow shown in Fig. 
2, described above, in accordance with the scanner op- 
eration instruction inputted from the interface unit 15. An 
image reading unit 11 in the scanner 10 scans an orig- 
inal image set on a predetermined original table, con- 
verts the original image into an image data signal 
through an optical system and a photoelectric conver- 
sion element, and writes image data, which is convert- 
ed, in the image memory 12 to store it (step S1). The 
forgery judging unit 1 3 performs comparison and colla- 
tion with the specific image pattern (step S2). If the orig- 
inal image data does not coincide with the specific im- 
age pattern, the interface unit 1 1 5 sends a mismatch sig- 
nal (step S5) : and sends the original image data (step 
S6). 

[0047] The mismatch signal and image data that are 
sent from the interface unit 15 is not only inputted to 
RAM 33 in the computer 30 but also stored in a hard 
disk drive (HDD) 34. If the forgery judging unit 13 in the 
scanner unit-10 detects coincidence with the specific 
image pattern, the interface unit 1 5 sends a coincidence 
signal (step S4), and the interface unit 35 in the compu- 
ter 30 takes in the coincidence signal, which is stored in 
the RAM of the computer 30. 

[0048] In addition, if scanning operation is performed 
as the operation of the scanner unit 10 by an instruction 
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from the computer 30, the scanner unit 10 sends the 
coincidence signal at the step $4, the flow is branched 
at step S6, and the scanner unit 10 sends the image 
data from the interface unit 15. Therefore, at the step 
S6, the image data outputted from the interface unit of 5 
the scanner unit 10 is inputted to the RAM 33 in the com- 
puter 30 through the interface unit 35 in the computer 
30, arid thereafter, is stored in the hard disk drive (HDD) 
34: In addition, the hard disk drive in the computer 30 
stores the image data outputted from the scanner unit 10 
, 10, and the coincidence or mismatch signal that shows 
coincidence or mismatch with the specific image pattern 
respectively and corresponds to this image data. 
[0049] Next, the operation in the case where the com- 
puter 30 sends a scanner operation instruction to the is 
scanner unit-B 20 not having a forgery judging unit con- 
nected to the network 40, and takes in the image data 
of an origin set on an original table of the scanner unit- 
B to the cpmputer 30 will be described. The scanner 
unit-B inputs the scanner operation instruction, sent 20 
from the interface unrt 35 in the computer 30, from the 
interface unit 15. The original reading unit 11 in the scan- 
ner unitrB scans an original image set on a predeter- 
mined original table, and the scanner unit-B converts the 
original image into an Image data signal through ah op- 25 
tical system and a photoelectric conversion element. 
Furthermore, the scanner unit-B - writes image data, 
which is converted, in the image memory 12. performs 
predetermined image pr^ 

ing unit, and thereafter outputs the image data, 30 

which is read; fr^ the^ihterf ace unrt 

[0050] The original image data outputted is not only 

taken in by the RAM 33 ip tne 

interface unit 35 but also s^ 

[00511 As described above, by the instruction from the 35 
- computer 30, a scanner connected to a network scans 
an original image on an original table, and sends an orig- 
inal image signal, obtained by scanni^ original im- 
age, to the computer ^ the 
original image signal, sent by the scanner; that is made 40 
to scan the original image by the computer 30, in the 
hard disk drivei(HDD) 34 in the computer. Furthermore, 
when the original image data is stored in the hard disk 
drive 34 in the computer, if the specific image pattern 
and the coincidence ©^mismatch signal are sent from 45 
the scanner, the computer 30 stores them in the hard 
disk drive 34 with making them correspond to the origi- 
nal image data. 

[0052] Next, the operation at the time when a data sig- 
nal stored in the hard disk drive 34 is printed by the com- so 
puter 30 will be described. The computer 30 reads the 
data signal, which will be printed, from the harddisk 
drive 34, and sends the data signal to the interface unit 
111 in the printer^unit 100 through the interface unit 35 
and network 40. Before sending the data signal to be ss 
printed, the computer 30 sends the result signal of the 
forgery judgment that corresponds to the image data 
that is printed and is stored in the hard disk drive, if the 



result signal is present. In addition, the operation of the 
printer unit 100 follows the flow shown in Fig. 4 de- 
scribed above. 

[0053] The printer unit first inputs data from the inter- 
face unit 111 (step S11), and judges whether the mis- 
match signal is present (step S13). If the mismatch sig- 
nal is present, the printer unit writes the image data, 
which are subsequently inputted, in the image memory 
112 (step St 2), and starts printing operation. If not, it is 
judged whether the coincidence signal is present (step 
S14) If being present, the printer unit stops the printing 
operation (step S 17). 

[0054] If the coincidence signal is also not detected 
at the step S 14, the printer unit 100 writes the input im- 
age data in the image memory 112 (step S19). Further- 
more, the forgery judging unit 113 compares and col- 
lates the image data with the specific image pattern 
(step Si 5). If coincidence with the specific image pattern 
is detected, the printer unit 100 stops the printing oper- 
ation (step S17), and if not, the printer unit 100 starts 
the printing operation (step S 18). 
[0055] In addition, when the printing operation is 
stopped at the step S17, it is also good enough to send 
a comment signal, denoting that the image data is not 
suitable to printing operation, from the interface unit 111 
to the interface unit 35 in the computer 30, and to display 
a warning message on a CRT in the computer 30. 
[0056] As described above, if there is result data of 
forgery judgment corresponding to image data when the 
computer 30 prints the image data, by sendingthe result 
data of forgery judgment to a printer unit before sending 
the image data to be printed, it becomes possible that 
the printer unit immediately starts or stops printing op- 
eration without performing duplicated forgery judgment 
processing. 

[0057] Furthermore, by performing forgery judgment 
processing in the printer unit if the result data of forgery 
judgment that corresponds to the image data is not sent, 
it becomes possible to limit the printing operation of the 
image data, which is not suitable to printing operation, 
such as securities and bank bills. 
[0058] In addition, in the above-described embodi- 
ment,: the printer unit is controlled so as to stop printing 
operation if it is detected from the result of judgment, 
performed by the forgery judging unit, thatthe image da- 
ta ^coincides with the specific image pattern. Neverthe- 
less, it is also good enough to fill in a print image output 
with a specific color (black, yellow, magenta, cyan, or 
the like) without stopping the printing operation. 
[0059] In the above description, the forgery judging 
units in the scanner unit and printer unit judge whether 
the image data coincides with the specific image pattern 
and discriminate the image data from the image data of 
securities, bank bills, or the like. Nevertheless, judging 
means of the forgery judging units is not limited to this, 
but it is also good enough to control copying by detecting 
digital water mark information embedded in the image 
data, or a specific frequency component. 
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[0060] Furthermore, if the scanner unit scans an orig- 
inal on an original table according to a scanner operation 
instruction by a computer and judges by forgery judg- 
ment processing in the scanner unit that the original set 
on the original table is a security or a bank bill, it is also 
good enough to display an warning message, which 
means to bring in image data obtained by scanning the 
original whose copying is inhibited, on a CRT in the com- 
puter 30 by using a signal of coincidence with the spe- 
cific image pattern inputted in the computer. 
[0061] Moreover, although image data is obtained by 
a scanner in the above-described embodiment; it is ap- 
parent that it is also good enough to obtain image data 
from a digital camera, memory for a digital camera (com- 
pact flash memory,.a smart card, and a memory stick), 
and an image server. 

[0062] As described above, it is possible to prevent 
duplicated judgment of color image data that has been 
already: judged on specjfic images. Furthermore, it is al- 
so possible to securely judge. color image data having 
been not judged yet: In consequence, it becomes pos- 
sible to efficiently perform the judgment on the specific 
image. . . v ■ 

[0063] In addition, if a plurality of image processing 
apparatuses have a plurality of specific image judging 
units, any one of the plurality of specific image judging 
units judges color image data, and thereafter, the other 
plurality of specific image judging units do not judge the 
color image data. Therefore, it is possible to increase 
processing speed, and hence it is possible to increase 
performance. 

[0064] Furthermore, the present invention is.an image 
processing method of receiving color image data from 
an image generating apparatus, having a forgery^ judg- 
ing function, and an image generating apparatus not 
having a forgery^ judging function, judging whether a 
color image is a specific image from the color image data 
received, and butputting the color image data for making 
an image forming unit form the color image by using the 
color image data received, the image processing meth- 
od comprising the steps of: 

controlling the formation of the color image accord- 
ing to a result of judgment by the image generating 
apparatus having the forgery judging function it the 
color image data is generated by the image gener- 
ating apparatus having the forgery judging function; 
and \ 

controlling the formation of the color image accord- 
ing to a result of judgment of whether the color im- 
age obtained from the color image data received is 
the specific image if the color image data is gener- 
ated by the image generating apparatus not having 
the forgery judging function. Therefore, it is possible 
to preferably efficiently process the color image da- 
ta received from any one of the image generating 
apparatus, having the forgery judging function, and 
the image generating apparatus not having the for- 



gery judging function. 

(Fourth embodiment) 

s [0065] Fig. 6 shows the configuration of an image 
processing system according to a fourth embodiment. 
An image data controller 600 performs input/output con- 
trol of image data and is implemented with a computer. 
A scanner 601 reads an original, and converts the orig- 
io jnal into an image signal. Furthermore, a printer 602 
prints the image signal converted, 
[0066] > Next, each internal configuration will be de- 
scribed with reference to each block diagram. 
[0067] Fig. 7 is a block diagram of the scanner. A CPU 
is 701 controls the entire scanner 601. This CPU 14 701 
controls an image signal processor, and an optical sys- 
tem and a mechanism that are used for reading and are 
not shown A CCD 702 converts the original into an elec- 
tric signal. Image correction processing performed by 
an image correcting circuit 703 includes shading com- 
pensation for compensating the dispersion of light dis- 
tribution among a central part and end parts, and color 
space transformation for transforming a CCD-specific 
color transforming characteristic into a standard. color 
space. An image comparing circuit 704 judges a coinci- 
dence degree between image data and specific image 
data, which are read: Memory 705 stores the specific 
image data, which is described above, for image com- 
parison. In addition, the specific image data can be any 
data so long as the data is data for identifying a specific 
image. For example, if a specific image has a specific 
pattern, the data is information of expressing the specific 
pattern, and if the specific image has a digital water 
mark, the data is information of expressing the digital 
water mark-This digital water mark is technology of add- 
ing information to a specific frequency in an image, and 
is a suitable method for adding information so as not to 
be seen by an outsider An image network interface 706 
transfers data to theJmage data controller 600. 
[0068] Fjg. B is a block diagram of the image data con- 
troller 600. A CPU 801 in the image data controller 600 
performs the input/output control of data with the scan- 
ner and printer. A data bus 802 is a data bus of the CPU, 
and a card bus controller 804, ROM 7 805, and a hard 
disk controller 807, which are described later, are con- 
nected to the data bus 802. The card bus controller 804 
controls a card bus 803 for inserting a functional board 
for adding a function to the image data controller 600. 
The ROM 805 is program memory where control soft- 
ware for the image data controller 600 is stored. The 
RAM 806 is configured by DRAM or SRAM, is used as 
a work area for usual programs, and can be also used 
as image data memory. The hard disk controller 807 per- 
forms the read/write control of a hard disk drive 81 2. The 
hard disk drive 812 is used for storing image data and 
program software, and, the hard disk controller 807 
compresses data when this is used for storing image 
data, and the controller 807 also expands the data when 
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used for reading image data. 

[0069] Next, each functional board connected to the 
card bus 803 will be described. A network interface card 
808 is an interface for a network that is not shown. This 
is such configuration that a card corresponding to a s 
physical interface constituting a network such as an 
Ethernet network and a token-ring network can be in- 
stalled. An image data network interface card 809 is a 
network interface transferring image data with the scan- 
ner, printer, and the image data controller which are 10 
shown in Fig. 6. It is necessary to configure this image 
network with a high-speed bus, where a large volume 
of image data can be transferred, such as IEEE 1394 
and USB. Next, a display 811 is connected to a display 
controller 810. A keyboard 814 is connected to a key- is 
board controller 81 3. In this image processing system, 
a user instructs the reading of an original or printing op- 
eration by using a device such as the keyboard 81 4 and 
a mouse, which is not shown, with watching the display 

811. 20 

[0070] Fig. 9 is a block-diagram of the printer. A CPU 
901 controls the entire printer such as mechatronics 
control of the printer, and reception of bit map data. 
Memory 902 stores programs for the CPU 901, RAM 
903 and a CPU address and data bus 904are used by 2S 
the CPU 901, and an IEEE 1394 link controller 905 in- 
terfaces with the image network 101- Furthermore, an 
IEEE 1 394 connector g07 is connected to an IEEE 1394 
physical interface 906, and first-in-first-out memory 
(hereinafter, FIFO) 908 temporarily stores bit map data 30 
transferred by isochronous transfer. Moreover, a video 
data controller 909 controls reading of bit map data from 
the FIFO 908 with synchronizing the reading with the 
operation timing of a printer engine 912, A laser driver 

910 is used for printing operation; an engine controller 35 

911 performs mechatronics control such as motor con- 
trol of the printer engine 912, and paper supply control. 
[0071] In addition, an image comparing circuit 913 
judges a coincidence degree between the image data, 
inputted in the printer* and the specific image data. 40 
Memory 914 stores the specific image data for compar- 
ing images. In addition, it is apparent that the IEEE 1394 
physical interface 906 is not limited to IEEE 1394, but 
other standard interfaces such as USB (Universal Serial 
Bus) interface can be used as the physical interface 906. 45 
[0072] Next, the operation of the scanner will be de- 
scribed with reference to a flow chart shown in Fig. 10. 
[0073] An operator sets an original on the scanner 
601, and instructs the reading of the original from the 
image data controller 600. If a read instruction is issued so 
at step S1001, the flow goes to step S1002, and the 
scanner 601 reads the original. The image correcting 
circuit 703 performs the predetermined image process- 
ing of image data read by the CCD 702, and the flow 
goes to step S1003, where the image comparing circuit ss 
704 compares the image data with the specific image. 

If it is judged at step S1004 that the coincidence degree 
is larger than a predetermined value, the flow goes to 



step S1006. Then, the scanner 601 sends a signal, de- 
noting that the original under reading is a read-inhibited 
image, to the image data controller 600. The image data 
controller 600 receiving this signal displays a warning, 
shown in Fig. 1 1 , on the display 81 1 . On the other hand, 
if the coincidence degree does not exceed the prede- 
termined value at the step S1004, the scanner 601 
transfers the image data, which is read, to the image 
data controller 600 (step S1005). 
[0074] The above is the operation of the image com- 
paring circuit 704 in the scanner 601 . 
[0075] Next, the operation of the printer 602 will be 
described with reference to a flow chart shown in Fig. 12. 
[0076] If an operator instructs printing operation to the 
image data controller 600 at step S1201 , the flow goes 
to steps 1202. 

[0077] Image data is transferred from the image data 
controller 600 to the printer 602 through the image data 
network. Then, the printer 602 receiving the image data 
temporarily stores the image data in the RAM 903 
through the image data network. Furthermore, image 
comparison with the specific image is performed at step 
S1 203. If it is judged that the coincidence degree is larg- 
er than the predetermined value at step S1 204, the flow 
goes to step SI 206. The printer informs the image data 
controller of the fact that the image data that the printer 
602 is instructed to print is a print-inhibited image. The 
image data controller receiving this information displays 
a warning, shown in Fig. 13, on the display 811 On the 
other hand, if the coincidence degree does not exceed 
the predetermined value at the step S1204, the printer 
performs printing operation (step SI 205). 
[0078] Next, a case that data in specific image mem- 
ory for comparing images in the scanner is different from 
data in specific image memory of the printer will be de- 
scribed with reference to a flow chart shown in Fig. 1 4. 
It is assumed that specific image memory of the scanner 
and printer stores beforehand image data (pattern infor- 
mation or digital water mark information corresponding 
to the image data) shown in Fig. 1 5 respectively. 
[0079] For example, the scanner stores an image of 
a Japanese Yen bank bill as a first specific image, and 
an image of a USA dollar bank bill as a second specific 
image, and the printer 602 stores an image of Germany 
bank bill as a third specific image, and an image of an 
English pound bank bill as a fourth specific image. 
[0080] An operator sets an original on the scanner 
601 , and instructs the reading of the original from the 
image data controller 600. If a read instruction is issued 
at step S1401, the flow goes to step S1402, and the 
scanner 601 instructs the start of reading. The image 
correcting circuit 703 performs the predetermined im- 
age processing of image data read by the CCD 702, and 
the flow goes to step S1403, where the image compar- 
ing circuit 704 compares the image data with the first 
and second specific images. If it is judged at step S1 404 
that the coincidence degree with the first specific image 
is larger than a predetermined value, the flow goes to 
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step S1405, where a first specific image coincidence 
flag is set and the flow goes to step S1 406. If it is judged 
at the step S1404 that the coincidence degree with the 
first specific image is not larger than the predetermined 
value, the flow goes to step S1 406 as it is. tf it is judged 
at step S1 406 that the coincidence degree with the sec- 
ond specific image is larger than a predetermined value, 
the flow goes to step S1407, where a second specific 
image coincidence flag is set and the flow goes to step 
S1408. If it is judged at the step S1406 that the coinci- 
dence degree with the second specific image is not larg- 
er than the predetermined value, the flow goes to step 
S1408as ft is. At the step S1 408, the scanner 601 trans- 
fers the coincidence flag, which is a result of image com- 
parison, and image data to the image data controller 
600. 

[0081] At step SI 409, the image data controller 600 
verifies the coincidence flag transferred, and if the flag 
is set. the flow goes to step S1410 and the image data 
controller 600 gives the operator a warning shown in Fig. 
11. In this case, the image data transferred at the step 
S1408 is erased or broken lest the image data should 
be used. 

[0082] Next, if the operator issues a print instruct at 
step S1420, the image data controller 600 transfers the 
image data, which does not coincide with the first and 
second specific images, to the printer. The image com- 
paring circuit 704 performs image comparison with the 
third and fourth specific images at step S-1411. If it is 
judged at step S 141 2 that the coincidence degree with 
the third specific image is larger than the predetermined 
value, the flow goes to step S1 41 3, where a third specific 
image coincidence flag is set and the flow goes to step 

51414. If it is judged at the step S1412 that the coinci- 
dence degree with the third specific image is not larger 
than the predetermined value, the flow goes to step 
S 141 4 as it is. If it is judged at the step S1414 that the 
coincidence degree with the fourth specific image is 
larger than a predetermined value, the flow goes to step 

51415, where a fourth specific image coincidence flag 
is set and the flow goes to step S1416. If it is judged at 
the step S1414 that the coincidence degree with the 
fourth specific image is not larger than the predeter- 
mined value, the flow goes to step S1416 as it is. At the 
step SI 416, the printer 602 transfers the coincidence 
flag, which is a result of image comparison, to the image 
data controller 600. 

[0083] At step S1417, the image data controller veri- 
fies the coincidence flag transferred, and if the coinci- 
dence flag is set, the flow goes to step S1418, and the 
image data controller gives the operator an warning 
shown in Fig. 13. . 

[0084] If the coincidence flag is not set, the imago data 
controller 600 issues an image data print instruction to 
the printer 602. 

[0085] The above is the operation in the case that im- 
age comparison with different specific images in the 
scanner and printer is performed. 



[0086] In the above-described embodiment, the dif- 
ferent specific images are stored in a scanner and a 
printer beforehand respectively. Nevertheless, duplicat- 
ed comparison is not performed by controlling image 
5 comparison lest the image comparison with the same 
specific image should be performed through providing 
a coincidence flag even if the same specific image is 
stored in the scanner and printer. Therefore, processing 
time is shortened. 

10 

(Fifth embodiment) 

[0087] Next, an embodiment that, in case of perform- 
ing image comparison with the specific images, a scan- 

1S ner roughly performs simple comparison and a printer 
performs detailed comparison only when its result is 
doubtful in view of its coincidence degree will be de- 
scribed with reference to Fig. 16. 
[0088] If the operator issues a scanner operation in- 

20 struction at step S1 601 , the flow goes to step S1 602. At 
the step S1 602, the scanner reads an original. At step 
S1603, reading resolution is dropped, for example, from 
400 dpi to 200 dpi. Then, the image comparing circuit 
704 shown in Figs. 7 performs image comparison in 

2S short processing time. If it is judged at step S1604 that 
the image data is doubtful, a flag is set. If not, the flow 
goes to step S1606 as it is. At the step S1606, the scan- 
ner transfers the image data and flag information to the 
image data controller. At step S1607, the image data 

30 controller 600 transfers the image data with instructing 
the printer to perform detailed image comparison at 
printing operation according to an operator's instruction 
when the flag is set (step S1608). 
[0089] If the coincidence degree exceeds the prede- 

3$ termined value at step S1609, the warning shown in Fig. 
7 is displayed (step S1610). On the other hand, if the 
flag is not set at the step SI 607 or the coincidence de- 
gree after detailed comparison does not exceed the pre- 
determined value at the step S1609, printing operation 

40 is performed at step S1 61 1 . 

[0090] In the above description, it is unnecessary to 
execute forgery judgment processing in a printer except 
a case that the image data is somewhat doubtful by per- 
forming image comparison in a scanner and the printer 

45 through dividing the image comparison into two stages, 
that is, rough comparison and detailed comparison. 
Therefore, a print output can be obtained without stress. 



so 



(Sixth embodiment) 



[0091] Although specific image memory is configured 
by ROM in the fourth embodiment, it becomes possible 
to flexibly perform image comparison by making such a 
system that specific image data is down-loaded from the 
55 image data controller (computer) 100 by the specific im- 
age memory being configured by RAM. 
[0092] For example, it is possible to correspond to a 
newly designated copy-inhibited original by adding its 
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specific image data from the external to the image data 
controller 600. In addition, even if any one of the scanner 
and printer does not have an image comparing circuit, 
it is possible to check all the copy-inhibited originals by 
down-loading data, used for judgment of; all the copy- s 
inhibited originals,; into an apparatus having the image 
comparing circuit. Furthermore, it is possible to optimal- 
ly distribute load by making the volume of data, which 
is down-loaded, variable according to the performance 
(throughput and resolution) of the scanner and printer. io 

(Seventh embodiment) 

[0093] Although, in the fourth to sixth embodiments, 
specific image judgment is performed in the scanner is 
601 and printer 602, here, the following example will be 
described. Thus, thejexample is a case that it is judged 
in a scanner driver of the image data controller (compu- 
ter) 600 whether image data read by scan is equivalent 
to a specific image, and if an operator issues a print in- 20 
struction, the printer driver of the image data controller 
(computer) 600 for controlling the printer judges the im- 
age. data. 

[0094]: Fig: 17 is a schematic diagram of this embod- 
iment. In addition, Fig. 18 is a block diagram of the image 2s 
data controller 1700. 

[0095] A scanner 1701 and a printer 1702 that are 
shown in Fig: 17 are connected to the image data con- 
troller 1 700. A scanner driver and a printer driver stored 
in a hard disk drive 1812 of the image data controller 30 
1 700 are activated on an OS in the image data controller 

1700, and execute the following processing by calcula- 
tion executed by a GPU 1801 

[0096] In the image data controller shown in Fig. 18, 
the scanner^river and printer driver, which are used at 35 
the time of image reading and image printing by the 
scanner 1 701 and a printer 1 702 respectively, are stored 
in the hard disk drive 1 81^. According to an operator's 
instruction through a keyboard 814 or a mouse not 
shown/the scanner driver and printer driver perform the 40 
reading of an image and the control of generating an 
image data file by the scanner, and the control of printing 
the image data file by the printer. In addition, the de- 
scription of components hayjng the same reference nu- 
merals as those in Fig. 8 will be omitted. 45 
[0097] When a color image is scanned by the scanner 

1701, an operator activates a scanner driver, which is 
software for controlling the.scanner 1701 , from the key- 
board or mouse in the image data controller 1700. 
[0098] The operator performs a scan instruction by so 
operating this scanner driver. According to this instruc- 
tion, a read control signal is outputted to the scanner 
1701, and color image data corresponding to an image 

is outputted to the image data controller 1700. 
[0099] The scanner driver judges whether the color ss 
image data received from the scanner 1702 is equiva- 
lent to a specific image (a bank bill, a security, or the 
like). 



[01 00] In this judgment, characteristic data of specific 
images that are stored in the hard disk drive 1812 be- 
forehand for judgment in the scanner driver is called in 
the RAM 806. Furthermore, by the scanner driver com- 
paring this characteristic data with color image data by 
using this data, judgment is performed. 
[01 01 ] If the scanner driver judges from a result of this 
judgment that the color image data is equivalent to a 
specific image, the scanner driver displays the warning 
shown in Fig. 11. 

[01 02] On the other hand, if the scanner driver judges 
that the color image data is not equivalent to the specific 
image, the scanner driver compresses the color image 
data into a JPEG image file or the like. Furthermore, the 
scanner driver makes the file stored in the hard disk 
drive 1812 of the image data controller. In addition, the 
scanner driver adds information of a kind (for example, 
a Japanese ten thousand yen note, a five thousand yen 
note, a one thousand yen note, and traveler's checks) 
of the specific image, which has been already judged, 
to the image file. This information showing the kind of 
the specific image is protected so that the information 
cannot be rewritten or the image file itself cannot be 
opened if the information is rewritten. 
[0103] Next, the processing of specific image judg- 
ment by the printer driver will be described. 
[01 04] In addition, the printer driver also executes the 
following processing by the calculation executed by the 
CPU 1801 in the image data controller 1700. 
[0105] An operator inputs a print instruction of an im- 
age, which is stored in a file and is desired to be printed, 
through the keyboard or mouse. 
[01 66] The printer driver is activated in the image data 
controller 1700 by this print instruction. 
[0107] the printer driver refers to the information of 
the kind of the specific image that has been already 
judged, the information, which is added. Using judgment 
data for the printer driver that relates to kinds of specific 
images, which have not been judged yet, and is stored 
in the hard disk drive 1812, the printer driver checks 
whether the image to be printed is one of the specific 
images. 

[01 08] Thus, if there is the data of specific images for 
judgment that have not been judged yet, the printer driv- 
er judges whether the color image data coincides to one 
of the specific images, using this data. In addition, it is 
needless to say that, in this judgment also, the charac- 
teristic data (colors, patterns, digital water marks, com- 
bination of these characters, or the like) of specific im- 
ages are used. 

[01 09] Furthermore, if it is judged that the color image 
data coincides to one of the specific images, the printer 
driver makes a display of the image data controller dis- 
play the warning shown in Fig. 13. On the other hand, if 
the judgment of all the specific images that the printer 
driver can judge has been already performed, judgment 
processing is skipped. Obviously, it is conceivable that 
a scanner does not have a specific image judging func- 
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tion. As for an image file obtained from such a scanner, 
it is obvious from the information added to the image file 
that no judgment has been performed. Therefore, the 
printer driver judges color image data on all the specific 
originals that the printer driver can judge. 
[0110] In addition, if the printer driver recognizes from 
the information, added to the image file, that the scanner 
used for creating this image file does not have a specific 
image judging function, the printer driver displays a 
message* prompting the operator to install a new ver- 
sion of scanner driver having the specific image judging 
function via Internet, on the display of the image data 
controller 1700 after print processing. 
[01 1 1] If information showing a scanner manufacturer 
is added to the image file, it is possible to provide an 
operation environment, which the operator easily can 
use, for the operator by the following procedure. Thus, 
the procedure includes the steps of making the config- 
uration of referring to address information every manu- 
facturer, which the printer driver manages, from this in- 
formation; retrieving an IP address of the manufacturer, 
and displaying thisj IP address with this message. 
[0112] By adopting the above configuration, it be- 
comes possible to perform specific image judgment by 
using the scanner driver and. printer driver In addition, 
this embodiment adopts such configuration that only 
specific- images that the scanner driver has not judged 
are judged in the printer driver. Therefore, it is possible 
to avoid waste of judging the same specific image in 
both the scanner, driver and printer driver: In conse- 
quence, it becomes possible to reduce total print (copy) 
time. ; ; 

[0113] In addition, the information of. a kind of a spe- 
cific image, which has been already judged, the infor- 
mation which is added to an image file obtained by scan 
is protected so that the information cannot be rewritten 
or the image file itself cannot be opened if the informa- 
tion is rewritten. Therefore, it is possible to keep a high 
level of security^ > 

[011 4] Depending on a version of a scanner driver, it 
is conceivable that the scanner driver does not have a 
specific image judging function. As for an image file ob- 
tained from such a scanner, it is obvious from the infor- 
mation added to the image tile that no judgment has 
been performed: -Therefore, the printer driver can effi- 
ciently perform judgment. 

[0115] Inadditipn, if the printer driver recognizes from 
the information, added to the image file, that the scanner 
used for creating this image file does not have a specific 
image judging function, the printer driver displays a 
message, prompting the operator to install a new ver- 
sion of scanner driver having the specific image judging 
function, and an IP address. Therefore, since the oper- 
ator can easily install the scanner driver having the spe- 
cific image judging function, it becomes possible to dis- 
tribute processing between the printer driver and scan- 
ner driver. 

[0116] In consequence, it becomes possible todistrib- 



20 

ute the time necessary for specific image judgment be- 
tween scan processing and print processing. Hence, it 
becomes rare to feel slow processing by sharing specific 
image processing among scanning and printing which 

5 are performed in separate timing although, in the case 
of performing judgment only in printing, usually, the op- 
erator feels as if print time considerably slowed. 
[0117] Hereinabove, it becomes possible to perform 
specific image judgment processing with distributing the 

io processing between the first and second apparatuses. 
[0118] In addition, it becomes possible to efficiently 
perform the judgment of specific images different in the 
first and second apparatuses. 

[0119] Furthermore, if it is judged that the original im- 
is age is a specific image by using an image signal with 
low resolution, judgment of specific images is performed 
by using an image signal with high resolution. Therefore, 
it is possible to avoid waste of processing caused by 
judgment using. an image signal with unnecessarily high 
resolution. 

[0120] An image that is not equivalent to a specific 
image as a result of judgment of specific images can be 
stored in an image file. In addition, since it is possible 
to perform; judgment. processing in consideration of the 
information of the specific image having been judged, 
efficient judgment can be performed. 
[0121] Moreover, since the information of the specific 
image having been judged is protected, a high level of 
security of this information can be realized. 
[0122] In addition, it becomes possible to easily pro- 
vide a specific image judging function for an apparatus 
creating an image file. 

[0123] Furthermore, it is possible not only to provide 
a storage medium stored an image having been judged 
on specific images, but also to provide a storage medi- 
um where the information of what specific images are 
used for judgment. Moreover, since this information can 
be protected, a high level of security can be realized. 



[0124] Hereinafter, an eighth embodiment will be de 
scribed with reference to drawings. 



[0125] Next, the configuration and a series of opera- 
tion of an image input/output processing apparatus 
1900 will be described with reference to Fig, 19. 
[0126] In the image input/output processing appara- 
tus 1 900, image data taken in from a scanner circuit 
1901, image data received by a facsimile circuit 1903, 
or image data obtained by a PDL circuit 1 904 is inputted. 
[0127] The scanner circuit 1 901 supplies image data 
read by scanning an original to an input/output control 
circuit 1907. In addition, the facsimile circuit 1903 can 
transfer image data, and supplies image data, which is 
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received, to the input/output controlcircuit 1907: Fur- 
thermore, the PDL circuit 1 904 develops PDL (Page De- 
scription Language) data, which is generated in a host 
computer (simply called a host) 1906 and transmitted 
via an interface circuit 1 905, into a bit map image. Here, s 
the interface circuit 1 905 not only supplies the PDL data 
to the PDL circuit 1 904 and transfers data with the input/ 
output control circuit 1907, but also performs duplex 
communication of image data with the host 1 906. 
[0128] In addition, the input/output control circuit 1907 10 
stores image data, supplied from the. scanner circuit 
1901, facsimile circuit 1903, or PDL circuit 1904, in a 
buff er memory circuit 1 908 by controlling write and read 
operation of image data with the buffer memory circuit 
1 908, and write and read operation of image data with is 
a storage device 191 0 through a compressing/expand- 
ing circuit. 1909. Furthermore, the input/output control 
circuit 1907 stores the image data in the storage device 
1910, configured by an MO (Magneto-Optical disk) 
drive, a hard djsk drive, or the like, through the com- 20 
pressing/expanding circuit 1909. Moreover, the input/ 
output control circuit 1907 supplies the image data, 
which is supplied, to a judging circuit 1911. 
[0129] The judging circuit 1911 judges whether image 
data from the input/output control circuit 1 907 is equiv- 2S 
alent to a specific image, and supplies a result of the 
judgment to a system control circuit 1 91 2. 
[0130] The system control circuit 1912 is configured 
by a CPU or the like, and performs the operation control 
of the entire image input/output processing apparatus 30 
1 900 according to various settings, which relate to the 
image input/output processing apparatus 100 and are 
performed by an M Ml (Man-Machine Interface) circuit 
1914 such as an operation unit or the like, and a 
processing program stored beforehand in ROM 191 3. 3$ 
In particular, the system control circuit 191 2 controls the 
operation of the input/output control circuit 1 907 accord- 
ing to the result of the judgment by the judging circuit 
1911 

[01 31] The input/output control circuit 1 907 supplies 40 
image data, which is stored in the storage device 1910 
as described above/ to a printer device 1902, printing 
the image data, through the compressing/expanding cir- 
cuit 1 909 under the control of the system control circuit 
1912. 45 
[01 32] The printer device 1 902 prints the image data 
from the input/output control circuit 1 907. 



(Configuration of system control circuit 1912) 



so 



[01 33] Next, the system control circuit 1 91 2 described 
above will be concretely described. 
[0134] For exarnple, a control program following a 
flow chart shown in Fig. 20A is stored in the ROM 1913 
beforehand. Furthermore, this control program is read ss 
and executed by the system control circuit 1 91 2. Owing 
to this, the image input/output processing apparatus 
1 900 operates as follows. In addition; the control pro- 



gram shown in Fig. 20A is to realize a copy function, and 
this copy function is part of functions of the image input/ 
output processing apparatus 1900. 
[0135] When the control program that has the proce- 
dure shown in Fig. 20A and is stored in the ROM 1913 
is read and executed by the system control circuit 1912, 
the system control circuit 1912 issues an image read 
instruction to, for example, the scanner circuit 1901 
through the input/output control circuit 1907. Owing to 
this, the scanner circuit 1901 reads an image on the orig- 
inal, which is not shown, as image data in a digital sys- 
tem (hereinafter, image data) (step S2001 ). 
[01 36] The image data read at the step S2001 by the 
scanner circuit 1901 is stored in the buffer memory cir- 
cuit 1908 under the control of the input/output control 
circuit 1 907 (step S2002). 

[0137] In addition, the image data read is also sup- 
plied to the judging circuit 1 911 under the control of the 
input/output control circuit 1907. The judging circuit 
1911 judges from the presence of a digital water mark 
or the collation of characteristics whether the image data 
given is equivalent to a specific image (step S2003). 
[01 38] If judging the image data from the presence of 
the digital water mark, the judging circuit 1911 judges 
whether the information of a specific digital water mark 
inserted beforehand is present in the image data sup- 
plied from the input/output control circuit 1907. If there 
is the information of the specific digital water mark in the 
image data given, the judging circuit 1911 judges that 
the image data is equivalent to the specific image. 
[0139] If judging the image data from the collation of 
characteristics, the judging circuit 1911 extracts the 
characteristics of the image data supplied. Then, the 
judging circuit 1911 compares the characteristic data 
with characteristic data of specific images, which are 
held beforehand and are specific images such as secu- 
rities and bank bills that must not be originally copied, 
and judges a similarity degree. If the similarity degree 
between the image data and a specific image is equal 
to or more than a predetermined value, the judging cir- 
cuit 1 91 1 judges that the image data is equivalent to the 
specific image. 

[0140] This judgment processing will be described lat- 
er in detail. The result of judgment by the judging circuit 
1911 is supplied to the system control circuit 1912. 
[0141] If the image data is not equivalent to a specific 
image from the result of judgment by the judging circuit 
1911 , the system control circuit 1912 instructs the input/ 
output control circuit 1907 to store the image data, 
stored at the step S2003 in the buffer memory circuit 
1908, in the storage device 1910. Owing to this, the in- 
put/output control circuit 1907 reads the image data 
from the buffer memory circuit 1908, and supplies the 
image data to the compressing/expanding circuit 1909. 
The compressing/expanding circuit 1909 compresses 
the image data, supplied from the input/output control 
circuit 1 907, with a predetermined compression method 
(step S2004), and stored the image data in the storage 
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device 1910 (step S2005). In addition, if the judging cir- 
cuit 1911 judges that the image data is equivalent to a 
specific image, the system control circuit 1912 instructs 
the input/output control circuit 1 907 not to perform each 
processing at the above-described steps S2004 and s 
S2005. Owing to this, if it is judged that the image data 
is equivalent to a specific image, the image data stored 
in the buffer memory circuit 1 908 is not stored in the stor- 
age device 1910. Furthermore, if the image data is 
equivalent to a specific image : the system control circuit 10 
1912 stores the information, showing that the image da- 
ta is equivalent to the specific image and is not stored 
in the storage device 1910, as additional information in 
the storage device 1910 (step S2006). It is also good 
enough to store the information, showing that it is judged is 
that the image data is not equivalent to the specific im- 
age, as additional information in the storage device 
1910 if it is judged at the step S2006that the image data 
is not equivalent to the specific image. By using this ad- 
ditional information, it is possible to easily recognize 20 
whether, for example, an input image is limited. Moreo- 
ver, if the image data is not equivalent to the specific 
image, it is possible to judge from the additional infor- 
mation whether an image have been judged in regard 
to whether tho image includes the specific image, or 25 
whether the image has not been judged, even if plenty 
of images are stored as image data in the storage device 
1 91 0 by storing as the additional information a fact that 
the image data is not equivalent to the specific image. 
In addition, it is good enough to make information, show- 30 
ing a control method of the image data judged to be 
equivalent to the specific image, included in the addi- 
tional information. In this case, the image data is proc- 
essed according to the control method. 
[0142] After the above-described judgment process- 35 
ing at the step S2003 is performed and processing ac- 
cording to a result of the judgment are performed, the 
system control circuit 1912 recognizes through the in- 
put/output control circuit 1907 whether a next image is 
read and inputted by the scanner circuit 1901 (step *o 
S2007). For example, in case an automatic document 
feeder (not shown) is connected to the scanner circuit 
1901, transfers a plurality of originals, and reads images 
on the plurality of originals, the system control circuit 
1912 recognizes with an output of a document-setting 4S 
sensor or the like of the automatic document feeder 
whether a next original is present If the next original is 
present, the system control circuit 1912 performs such 
operation control that the above-described processing 
at and after the step S2001 is repeated. At this time, so 
although a plurality of image data is stored in the storage 
device 1910, the address management of each image 
data is performed by the system control circuit 1912. 
[01 43] Next, the system control circuit 1 91 2 recogniz- 
es, for example, a number of sets that is set through the ss 
MMI circuit 1 914, and discriminates whether the printer 
device 1902 completes the printing of copies corre- 
sponding to the number of sets that is set (step S2008). 



[01 44] Then, if the printer device 1 902 does not com- 
plete the printing of copies corresponding to the number 
of sets that is set as a result of the discrimination at the 
step S2008. the system control circuit 1912 reads the 
additional information of image data that will be read 
from now on, and judges the contents of the additional 
information (step S2014). If the system control circuit 
1912 cannot read the additional information corre- 
sponding to image data, the system control circuit 1 912 
judges that it has not been judged yet whether the image 
data corresponding to the additional information in- 
cludes a specific image. In addition, if the contents 
shows that the image data includes the specific image 
even if the system control circuit 1912 can read the ad- 
ditional information, the system control circuit 1912 
judges that the image data includes the specific image. 
In these cases, the output operation of the image data 
is skipped. Only if the additional information can be read 
and its contents is that the image data does not include 
the specific image, the flow goes to step S2009, and the 
image data is printed. 

[0145] In addition, in this embodiment, if it is judged 
that image data includes a specific image, the image da- 
ta is thrown away after a single reading. Therefore, so 
long as a judging circuit correctly operates, the specific 
image is never copied even if the additional information 
is not referred to. Nevertheless, if copying is performed 
in such a state that the judging circuit is stopped, there 
is a possibility of copying being executed without judg- 
ment of whether the image data includes the specific 
image. In such a case, by referring to the additional in- 
formation, it is possible to prevent copying of an original 
in such a state that a forgery-preventing function is 
stopped. 

[01 46] Then, at the step S2009, the system control cir- 
cuit 1912 instructs the input/output control circuit 1907 
to read image data stored in the storage device 1910. 
Owing to this, the input/output control circuit 1 907 reads 
one image data out of the image data, stored in the stor- 
age device 1910, according to the order of storage by 
control ling: read operation of the storage device 1910, 
and supplies the image data to the compressing/ex- 
panding circuit 1 909 (step S2009). The compressing/ 
expanding circuit 1909 expands the image data, read 
from the storage device 1 910, with a predetermined ex- 
panding method (step S2010). 

[0147] Next, the input/output control circuit 1907 
stores the image data, expanded by the compressing/ 
expanding circuit 1909 at the step S2010, in the buffer 
memory circuit 1908 (step S2011). 
[0148] Furthermore, the input/output control circuit 
1907 reads the image data, stored in the buffer memory 
circuit 1908 at the step S2011, and supplies the image 
data to the printer device 1 902. Owing to this, the printer 
device 1 902 prints out the image data supplied from the 
input/output control circuit 1907 (step S2012). 
[0149] Next, the system control circuit 1 912 discrimi- 
nates through the input/output control circuit 1907 
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whether all the image data stored in the storage device 
1910 have been read and printed to the last (step 
S2013): 

[01 50] Then/ if all the image data have not been print- 
ed yet in consequence of the discrimination at the step s 
S20T3, the system control circuit 1912 performs such 
operation control that the processing at and after the 
step S2009 is repeated. 

[0151];/ Owing to.this, all the image data stored in the 
storage device 1?1 0 are read in the order of storage and 10 
are printed out by the printer device 1902. 
[01 52] As described above, when the printing of all the 
image data stored in the storage device 1910 is com- 
pleted, the system control circuit 1912 recognizes the 
completion of the printing in consequence of the discrim- is 
inatioti at the step S2013. Then, the system control cir- 
cuit 191 2 returns to the discrimination processing at the 
step S2008 and discrimihates again whether printing is 
completed to the last In addition, if the printing is com- 
pleted to the Jast in consequence of the discrimination 20 
at the step S2008, the systerh control circuit 1912 fin- 
ishes this process^ yet, the system 
control circuit 1 91 2 performs such operation control that 
the processing at and after the step S2009 is repeated. 
[01 53] Therefore, if one set of copies is printed out, 25 
image data is read, from the storage device 1910 in the 
order of storage and sequentially printed out by the print- 
er device 1 902 by the processing at the steps 2009 to 
S201 2 being repeated at a frequency corresponding to 
the number of image data stored in the storage device 30 
191 0. 

[0154] In addition, if plural sets of copies are printed, 
image data is read from the storage device 1910 in the 
order of storage and sequentially printed out by the print- 
er device 1 902^ by the processing in the aboye-de- 35 
scribed case of one set of copies being repeated at a 
frequency corresponding to the number of sets to be set 
[01 55] When printing is performed, additional infor- 
mation stored in the storage device 1910 is referred to 
beforehand: Therefore, only if it is judged that image da- 40 
ta is hot equiyalent to a specific image in consequence 
of judging whether the image data is not equivalent to a 
specific image, the; image data is printed out. Since the 
image data judged equivalent to the specific image is 
not stored in the storage device 1910, the image data is 4S 
not printed out by the printer device 1 902. 
[0156] Next, the-above-described judgment process- 
ing (step S2003) performed by the judging circuit 1911 
will be concretely described. 

[01 57J First, an example of using a digital water mark so 
as a specific image used in this embodiment will be de- 
scribed. For example, image data read by the scanner 
circuit 1901 (hereinafter, this is also called an input im- 
age) is inputted. 

[01 58] The above-described input image that is input- ss 
ted is divided into blocks, and Fourier transformation is 
performed every block and frequency components are 
extracted. 



[01 59] An input image in a frequency range that is ob- 
tained as this result is divided into amplitude spectrum 
and phase spectrum, and a registration signal included 
in this amplitude spectrum is detected. 
[01 60] A low frequency component signal embedded 
in an image has such a disadvantage that the low fre- 
quency component signal is easily recognized as noise 
due to human's visual performance in comparison to the 
embedding of a high frequency component signal. In ad- 
dition, a high frequency component embedded in an im- 
age has a disadvantage of being removed by compress- 
ing/expanding operation because an irreversible com- 
pression method such as JPEG compression has an ef- 
fect like a low pass filter. In view of these disadvantages, 
the registration signal is embedded in a impulse signal 
at a middle frequency that is equal to or higher than a 
first frequency that human can hardly sense and is equal 
to or lower than a second f requency that cannot be re- 
moved by the irreversible compressing/expanding op- 
eration. 

[0161] Registration detection extracts the above-de- 
scribed impulse signal in a middle frequency range that 
is included in the amplitude spectrum. 
[01 62] A scaling factor of the input image is calculated 
from the coordinates of the impulse signal extracted. 
The judging circuit 1911 detecting the digital water mark 
recognizes beforehand what frequency component of 
the image that is an object of judgment and has not been 
scaled includes the impulse signal. 
[0163] It is possible to calculate the scaling factor by 
comparing the frequency, recognized beforehand, with 
the frequency where the impulse signal is detected. For 
example, let the frequency recognized beforehand, be 
a, and let the frequency of the impulse signal be b, and 
it can be seen that the scaling of a/b is performed. This 
is a well-known property of the Fourier transformation. 
[0164] It is possible to detect the digital water mark, 
included in a digital image data, by determining the size 
of a pattern for detecting the digital water mark included 
in the input image from this scaling factor and perform- 
ing convolution with using this pattern. 
[0165] In addition, although a digital water mark can 
be added to any one of components constituting an input 
image, in this embodiment, the digital water mark is add- 
ed to a blue component where human's visual sense is 
the most insensitive. In this case, the above-described 
pattern detection is performed for the blue component. 
[01 66] Furthermore, if a digital water mark is not add- 
ed to a visible color component constituting an input im- 
age but such a digital water mark that information is em- 
bedded in a specific frequency component is embedded 
in the input image, it is also good enough to detect the 
digital water mark from the specific frequency after the 
Fourier transformation of the input image. 
[0167] Moreover, judgment processing (step S2003) 
different from the above-described judging circuit 1911 
will be described. For example, if image data read by 
the scanner circuit 1 901 is color image data, the judging 
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circuit 1911 transforms the input image and a specific 
image respectively into a common color space, and 
compares the input image with the specific image every 
pixel in the common color space. 

[0168] Then, as shown in FIG. 21, the judging circuit s 
1911. for example, includes judging ROM 2151 where 
the image data from the input/output control circuit 1 907 
(FIG. 19 described above) is supplied, an integrator 
2152 where an output of the judging ROM 2151 is sup- 
plied, a judging circuit 2153 where an output of the in- io 
tegrator 2152 is supplied, and memory 2154 accessed 
by the judging circuit 21 53. An output of the judging cir- 
cuit 2153 is supplied to the system control circuit 2112 
(FIG. 1 9 described above). 

[0169] In the above-described judging circuit 1911, is 
the judging ROM 2151 supplies data, read as an ad- 
dress input from image data outputted from the input/ 
output control circuit 1 907, to the integrator 21 52. At this 
time, a value 'f is assigned to the judging ROM 2151 
if color space data of the input image is included in the 20 
color space data of the specific image, and if not, a value 
"0" is assigned respectively. These values are made to 
be an input X(i) to the integrator 21 52. 
[0170] The integrator 2152 calculates the following 
formula with using the input X(i) from the judging ROM 2s 
2151, and supplies an integrated value Y(i) to the judg- 
ing circuit 2153: 



Y(i)=AY(i-1) + 255(1 - A)X(i) 



30 



i = 1,2,3 and 0 < A < 1 

[01 71] The judging circuit 21 53 obtains a number of 
pixels whose integrated values Y(i), which are outputs 
of the integrator 21 52, are equal to or larger than a pre- 35 
determined value (a set value A). Owing to this, the 
number of pixels in an area of the input image that is 
supposed to be an area of the specific image is calcu- 
lated. 

[01 72] Here, a reason why the integrated value Y(i) is 40 
used is the filtering of pixels, sporadically included, by 
integrating the input X(i) since a series of pixels are in- 
cluded to some extent in case the input image is includ- 
ed in the color space data of the specific image. 
[0173] If the number of pixels calculated as described 45 
above is equal to or larger than a predetermined value 
(a set value B), the judging circuit 2153 recognizes that 
the input image is an image including the color space of 
the specific image to some extent and there is a high 
probability of being the specific image. Furthermore, the so 
judging circuit 2153 performs judgment processing of a 
similarity degree. 

[0174] Thus, in this case, the judging circuit 2153 
makes, for example, an arbitrary color in the color space 
correspond to an address in the memory 21 54. Further- 55 
more, the judging circuit 2153 stores "1" at an address, 
corresponding to a color of a pixel whose integrated val- 
ue Y(i) that is an output of the integrator 2152 is equal 



to or larger than the set value A, in the memory 2154. 
Moreover, the judging circuit 2153 performs this for all 
the pixels of the input image. 

[0175] In addition, the judging circuit 2153 counts a 
number of pixels stored as T in the memory 2154. If 
the number of pixels is equal to or larger than a prede- 
termined value (a set value C), the judging circuit 2153 
judges that the input image is similar to the specific im- 
age, and supplies a result of the judgment to the system 
control circuit 1912. 

[0176] In this manner, it is possible to avoid duplica- 
tion arising in the case where a count of the integrated 
value Y(i) that is an output of the integrator 2152 in- 
cludes a value by plural counting of the same color by 
the judging circuit 2153 judging the. similarity degree. 
Furthermore, it is possible to judge whether the input 
image includes the color space of the specific image 
over a wide range. 

[0177] In addition, the judgment processing in the 
judging circuit 1911 is made to judge whether an input 
image is a specific image with the configuration shown 
in FIG. 21 , but the judgment processing is not limited to 
this. Thus, the judgment can be also performed accord- 
ing to other algorithm. In short, in this embodiment, the 
judgment is sufficient so long as it is judged at least 
whether the input image is the specific image. 
[0178] As described above, in the eighth embodi- 
ment, additional information relating to the judgment of 
whether image data that is inputted from input means is 
equivalent to a specific image is stored with the image 
data in memory means. For example, if plural sets of a 
plurality of originals are copied, it is possible to repeat 
copying after referring to the additional information. 
Therefore, it is possible to reduce the load of the judg- 
ment processing for forgery prevention. Furthermore, 
since the judging circuit 1 911 is configured lest the input 
image should be stored in the storage device 1910 if it 
is judged that the input image is the specific image, it is 
possible to securely prevent forgery. 

[Modified example of eighth embodiment] 

[0179] 

(1) In addition, in the eighth embodiment, if it has 
been already judged whether an input image in- 
cludes a specific image and the input image does 
not include the specific image as a result of the judg- 
ment at the step S2014, the flow goes to the step 
S2009. If not, the flow goes to the step S201 3 as it 
is, and a next image is processed. Nevertheless, as 
shown in FIG. 20B, it is also possible to display an 
warning to a user. FIG. 20B shows steps with which 
the step S2014 in FIG. 20A can be replaced. After 
the step S2008 in FIG. 20A, it is judged whether it 
has been already judged whether an input image 
includes a specific image (step S2021). If not, it is 
displayed at step S2022 on a display panel or the 
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like, which the MMI circuit 1914 has, that the image 
is not copied because the image has not been 
judged yet. 

Even if the judgment has been already per- 
formed, if it is judged at step S2023 that the input s 
image includes the specific image, it is displayed at 
step S2024 that the input image is not copied be- 
cause the input image is the specific image. 

With performing such processing, it as possible 
to give an warning for forgery prevention to an user io 
In addition, the procedure in FIGi 20B can be also 
applied to the following flow charts in FIGS. 22 to 24. 
(2) In addition, in the eighth embodiment, if input 
image data includes a specific image as a result of 
the judgment at the step S2003 in the control pro- is 
gram in FIG. 20 : : the input image data is not stored 
in the storage device 1 910 Nevertheless, for exam- 
ple, as shown in FIG: 25A, in regard to the image 
judged as the specific image, it is also good enough 
to store a corrected image in the storage device 20 
1910 after the processing of producing the correct- 
ed image from the image data (step S2504'). 

Thus, if it is judged with the judgment process- 
ing at the step S2003 that the input image data is 
equivalent to the specific image, the system control 25 
circuit 1912 instructs the input/output control circuit 
1907 to add a specific pattern, held beforehand, to 
the image, data stored in the buffer memory circuit 
1 908 , and store the image data with the specif ic pat- 
tern in the storage device 1 910. Owing to this, the 30 
input/output control circuit 1907 reads the image 
data from the:buffer memory circuit 1 908 : and adds 
the specific pattern to the image data to supply the 
image data with the specific pattern to the com- 
pressing/expanding circuit 1909. The compressing/ 35 
expanding circuit 1909 compresses the image data 
(corrected image) with the specific pattern from the 
input/output control circuit 1907 with a predeter- 
mined compression method (step S2504') to store 
the image data with the specific pattern in the stor- 40 
age device 1910 (step S2005). Therefore, in this 
case, in regard to image data judged equivalent to 
the specific image among image data printed by the 
printer device 1910, the images with the specific 
pattern are printed; 45 

In addition, as described above, if image data 
includes a specific image, its corrected image is 
stored in the storage device 1910. Nevertheless, it 
is also good enough to store the following informa- 
tion as additional information in the storage device so 
1910 (step S2006). Thus, the information denotes 
that it is judged that the image data includes the 
specific image as a result of the judgment process- 
ing of whether the image data includes the specific 
image, and its corrected image is stored in the stor- ss 
age device 1 91 0. Furthermore, also if the image da- 
ta does not include the specific image, it is also good 
enough to store the following information as addi- 



tional information in the storage device 1910 (step 
S2006). Thus, the information denotes that it is 
judged that the image data does not include the 
specific image as a result of the judgment process- 
ing of whether the image data includes the specific 
image. 

By using this additional information, it is possi- 
ble to easily recognize, for example, whether the in- 
put image is intentionally limited. 
(3) Furthermore, in FIG. 25A, if it has been already 
judged whether input image data includes a specific 
image and the input image data does not include 
the specific image as a result of the judgment at the 
step S2014, the flow goes to the step S2009. If not, 
the flow goes to the step S2013 as it is to perform 
the processing of a next image. Nevertheless, as 
shown in FIG. 25B, it is also possible to give an 
warning to an user. The procedure in FIG. 25B can 
be also substituted for the step S2014 in FIG. 25A. 
After the step S2008 in FIG. 25A, it is judged wheth- 
er it has been already judged whether input image 
data includes a specific image (step S2531). If not, 
it is displayed at step S2532 on a display panel or 
the like, which the MMI circuit 1914 has, that the 
image is not copied because tho image has not 
been judged yet. 

Even if it has been already judged whether the 
input image data includes the specific image, if it is 
judged at step S2533 that the input image data in- 
cludes the specific image, that is, that a corrected 
image is printed, it is displayed at step S2524 that 
the input image is corrected because the input im- 
age is the specific image. 

With performing such processing, it is possible 
not only to give an warning for forgery prevention to 
an user, but also to inform the user of a fact that the 
image outputted is not a copy of the original. In ad- 
dition, the procedure in FIG. 25B can be also ap- 
plied to the following flow charts io FIGS. 22, 24, 
and 26. 

(4) In addition, although input images stored in the 
storage device 1 91 0 is read in the order of storage 
in this embodiment, this processing is not limited to 
this, but it is also good enough to read the input im- 
ages in the order different from the order of storage. 
Owing to this, it is also possible to correspond to a 
case that it is necessary to perform printing of front 
and back sides of paper with changing the order of 
printing, for example, like a case that pamphlets are 
created by saddle-stitching sheets of paper printed 
out from the printer device 1902. 

(5) Furthermore, it is also good enough to create 
additional information for all the input images and 
to add to all the images the information of whether 
the judgment of specific images has been already 
performed. In this case, it is possible to judge with 
the information included in the additional informa- 
tion instead of the presence of the additional infor- 
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mation whether the judgment has been already per- 
formed. 

(Ninth embodiment) 

[0180] Next, a ninth embodiment will be described. 
[0181] In the above-described eighth embodiment, if 
an input image is a specific image, the input image is 
not stored in the storage device 1910, or the input image 
is stored after correction processing. Here, all the input 
images are once stored in the storage device 1910, and 
the images, which are judged as the specific image, 
among stored images are deleted from the storage de- 
vice 1910. 

[0182] For the sake of this, the control program shown 
in FIGS. 20A and 20B is replaced with a control program 
following a flowchart shown in FIG. 22. This control pro- 
gram shown in FIG. 22 is also stored in the ROM 1913 
beforehand, and is read and executed by the system 
control circuit 1912. 

[0183] In addition, in the control program shown in 
FIG. 22, the same reference numerals are assigned to 
the steps processed similarly to those in the control pro- 
gram shown in FIGS. 20A and 20B, and the detailed de- 
scription of them will be omitted. Furthermore, since an 
apparatus operating by the above-described control 
program shown in FIG. 22 being executed has the same 
configuration as the above-described image input/out- 
put processing apparatus 1900, its detailed description 
will be omitted. 

[0184] Only the points different from the eighth em- 
bodiment will be concretely described. 
-£01 85] First, the system control circuit 1912 reads and 
executes the control program that is stored in the ROM 
1913 and is shown in FIG. 22. Then, the system control 
circuit 1912 issues an image read instruction to the 
scanner circuit 1 901 through the input/output control cir- 
cuit 1907. Owing to this, image data is read (step 
S2001), and stored in the buffer memory circuit 1908 
under the control of the input/output control circuit 1 907 
(step S2002). 

[01 86] Next, the system control circuit 1912 instructs 
the input/output control circuit 1907 to store the image 
data, stored at the step S2002 in the buffer memory cir- 
cuit 1908, in the storage device 1910. Owing to this, the 
input/output control circuit 1907 reads the image data 
from the buffer memory circuit 1908, and supplies the 
image data to the compressing/expanding circuit 1 909. 
The compressing/expanding circuit 1909 compresses 
the image data, supplied from the input/output control 
circuit 1907, with a predetermined compression method 
(step S2004), and stores the image data in the storage 
device 1910 (step S2005). 

[0187] Next, the system control circuit 1912 recogniz- 
es through the input/output control circuit 1907 whether 
a next image is read and inputted by the scanner circuit 
1901 (step S2006). If there is a next original, the system 
control circuit 1 912 performs such operation control that 



the processing at and after the step S2001 is repeated. 
[0188] As described above, after all the image data 
read by the scanner circuit 1 901 is stored in the storage 
device 1910, the system control circuit 1912 instructs 
s the input/output control circuit 1907 to read the image 
data stored in the storage device 1910, and supply the 
image data to the judging circuit 1911. Owing to this by 
controlling the read out operation of the storage device 
1910, the input/output control circuit 1907 supplies one 

10 set of image data among image data stored in the stor- 
age device 1910 according to the order of storage to the 
compressing/expanding circuit 1909. The compressing/ 
expanding circuit 1 909 expands the image data from the 
storage device 1910 with a predetermined expansion 

*s method. The image data expanded by the compressing/ 
expanding circuit 1 909 is supplied to the judging circuit 
1 91 1 under the control of the input/output control circuit 
1907. The judging circuit 1911 judges whether the im- 
age data includes a specific image by judging whether 

20 the image data includes specific digital water mark in- 
formation inserted beforehand: Alternatively, the judg- 
ing circuit 1911 judges according to a similarity degree 
whether the image data includes a specific image by ex- 
tracting characteristics of the image data supplied and 

2S comparing the characteristic data with characteristic da- 
ta of specific images held beforehand (step S2003). This 
result of judgment in the judging circuit 1 911 is supplied 
to the system control circuit 1912. 
[0189] The system control circuit 1912 instructs the 

30 input/output control circuit 1 907 to delete the image data 
from the storage device 1910 only if the image data in- 
cludes the specific image according to the result of judg- 
ment in the judging circuit 1911. owing to this, the input/ 
output control circuit 1907 deletes the image data from 

35 the storage device 1 910 (step S2201 ). 

[0190] In addition, as described above, if the image 
data includes the specific image, the image data is de- 
leted from the storage device 1910. Nevertheless, it is 
also good enough to store information as additional in- 

40 formation in the storage device 1910, the information 
denoting that it is judged that the image data includes 
the specific image as a result of judgment of whether 
the image data includes the specific image and is delet- 
ed from the storage device 1910 (step S2202). In addi- 

^5 tion, also if the image data does not include the specific 
image, it is also good enough to store information as 
additional information in the storage device 1910, the 
information denoting that it is judged that the image data 
does not include the specific image as a result of judg- 

50 ment of whether the image data includes the specific 
image (step S2202). 

[0191] By using this additional information, it is possi- 
ble to easily recognize, for example, whether the input 
image is intentionally limited. 
55 [0192] The above-described judgment processing at 
the step S2003 and deletion processing at the step 
S2201 are performed for all the image data stored in the 
storage device 1910. 
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[01 93] Therefore, the storage device 1910 stores only 
the image data that does not include the specific imag- 
es. 

[0194] After that, by each processing at steps S2007 
to S2013 being executed, the image data stored in the 
storage device 1 910 is read and printed out by the print- 
er device 1902. 

[0195] In addition, when printing is performed, addi- 
tional information stored in the storage device 1910 is 
referred to beforehand. Therefore, only if it is judged that 
image data is not equivalent to a specific image in con- 
sequence of judging whether the image data is equiva- 
lent to a specific image, the image data is printed out. 
Since the image data judged equivalent to the specific 
image is deleted from the storage device 1910, the im- 
age data is not printed out by the printer device 1902. 
[0196] Therefore, as described above, in the ninth 
embodiment, additional information relating to the judg- 
ment of whether image data that is inputted from input 
means is equivalent to a specific image is stored with 
the image data in memory means. For example, if plural 
sets of a plurality of originals are copied, it is possible 
to repeat copying after referring to the additional infor- 
mation. Therefore, it is possible to reduce the load of the 
judgment processing - for forgery prevention. Further- 
more, since the judging circuit 1911 is configured so that 
the input image is deleted from the storage device 1910 
if it is judged that the input image is the specific image, 
it is possible to securely prevent forgery. 
[0197] In addition, in the above^described ninth em- 
bodiment, although images, judged as specific images, 
among images stored in the storage device 1910 are 
deleted, this processing is not limited to this. Thus, it is 
good enough to correct the images judged as specific 
images, and to store the images in the storage device 
1910 again. Therefore, the images corrected are printed 
out in regard to the images, judged as the specific im- 
ages, among the images printed out from the printer de- 
vice 1902. Owing to this, it is possible to securely pre- 
vent the forgery. 

(Tenth embodiment) 

[0198] In the above-described eighth and ninth em- 
bodiments, image data read by the scanner circuit 1901 
is printed out by the printer device 1902. Nevertheless, 
here, PDL data transferred from the host 1 906 is devel- 
oped and printed, out by the printer device 1902 (com- 
municating function). 

[0199] For the sake of this, for example, the control 
program shown in FIGS. 20 A and 20 B is replaced with 
a control program following a flow chart shown in FIG. 
23. This control program shown in FIG. 23 is also stored 
in the ROM 1913 beforehand, and is read and executed 
by the system control circuit 1912. 
[0200] In addition, in the control program shown in 
FIG. 23, the same reference numerals are assigned to 
the steps processed similarly to those in the control pro- 



gram shown in FIGS. 20 A and 20B, and the detailed de- 
scription of them will be omitted. Furthermore, since an 
apparatus operating by the above-described control 
program shown in FIG. 23 being executed has the same 
5 configuration as the above-described image input/out- 
put processing apparatus 1 900 shown in Fig. 1 9, its de- 
tailed description will be omitted. 
[0201] Hereinafter, only the points different from the 
eighth embodiment will be concretely described. 
10 [0202] First, the system control circuit 1912 reads and 
executes the control program that is stored in the ROM 
1913 and is shown in FIG. 23. Image data created in the 
host 1 906 is transferred to the PDL circuit 1 904 through 
the interface control circuit 1 905 under the control of a 
is common protocol such as SCSI (small Computer Sys- 
tem Interface) or TCP (Transmission Control Protocol)/ 
IP (Internet Protocol). The system control circuit 1912 
issues a PDL development instructbn to the PDL circuit 
1904 through the input/output control circuit 1907. Ow- 
ing to this, the PDL circuit 1 904 develops the image data 
(PDL data: data described in PDL), transferred from the 
host 1906, into bit map (step S2301). 
[0203] The image data (developed image), developed 
into the bit map by the PDL circuit 1904 at the step 
S2301 , is stored in the buffer memory circuit 1 908 under 
the control of the input/output control circuit 1907 (step 
S2302). 

[0204] In addition, the image data is also supplied to 
the judging circuit 1911 under the control of the input/ 
output control circuit 1907. The judging circuit 1911, as 
described above, judges whether the image data in- 
cludes a specific image by judging whether the image 
data includes specific digital water mark information in- 
serted beforehand. Alternatively, the judging circuit 
1 91 1 judges according to a similarity degree whether the 
image data includes a specific image by extracting char- 
acteristics of the image data supplied by the input/output 
control circuit 1907, and comparing the characteristic 
data with characteristic data of specific images held be- 
forehand (step S2303). This result of judgment in the 
judging circuit 1 91 1 is supplied to the system control cir- 
cuit 1912. 

[0205] The system control circuit 1912 instructs the 
input/output control circuit 1 907 to store the image data, 
stored at the step S2303 in the buffer memory circuit 
1 908, in the storage device 1 91 0 if the image data does 
not include the specific image according to the result of 
judgment in the judging circuit 1911. Owing to this, the 
input/output control circuit 1907 reads the image data 
from the buffer memory circuit 1908 and supplies the 
image data to the compressing/expanding circuit 1909. 
The compressing/expanding circuit 1909 compresses 
the image data, supplied from the input/output control 
circuit 1907, with a predetermined compression method 
(step S2304), and stores the image data in the storage 
device 1910 (step S2305). 

[0206] In addition, if the image data includes the spe- 
cific image according to the result of judgment by the 
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judging circuit 1911, the system control circuit 1912 in- 
structs the input/output control circuit 1907 not to per- 
form each processing at the steps 2304 and 2305, Ow- 
ing to this, in this case, the image data stored in the buff- 
er memory circuit 1 908 is not stored in the storage de- 
vice 1910. 

[0207] In addition, as described above, if the image 
data includes the specific image, it is limited to store the 
image data in the storage device 1910. Nevertheless, it 
is also good enough to store information as additional 
information in the storage device 1910, the information 
denoting that it is judged that the image data includes 
the specific image as a result of judgment of whether 
the image data includes the specific image and is not 
stored in the storage device .1 910 (step S2306). In ad- 
dition, also if the image data does not include the spe- 
cific image, it is also good enough to store information 
as additional information in the storage device . 1910, the 
information denoting that it is judged that the image data 
does not include the specific image as a result of judg- 
ment of whether the image data includes the specific 
image (step S2306). \ . 

[0208] By. using: this additional information, for exam- 
ple, it is possible to easily recognize whether an input 
image is intentionally limited. 

[0209] After the above-described judgment process- 
ing at the step S2 303 and the processing according to 
a result of the judgment is performed, next, the system 
control circuit 1912 recognizes through the input/output 
control circuit 1907 whether next image data is trans- 
ferred from the host, 1906 to the PDL circuit 1904 (step 
S2307). If the next image data is transferred, the system 
control circuit 1 912 performs such operation control that 
the processing at and after the step S2301 is repeated. 
At this time, a plurality of image data is stored in the 
storage device 1910, and.an address of each image da- 
ta is managed by the system control circuit 1912. 
[0210] As described above, the image data trans- 
ferred from the host 1 906 is stored in the storage device 
1 91 0, and the image data judged as the specific image 
is not stored in the storage device 1910. Thus, only the 
image data, which does not include the specific image, 
among image data transferred from the host 1906 is 
stored in the storage device 1910. 
[0211] After.that, by executing each processing at the 
steps S2008 to S201 3, image data stored in the storage 
device 1910. is read and printed out by the printer device 
1902. 

[0212] In addition, when printing is performed, addi- 
tional information stored in the storage device 1910 is 
referred to beforehand. Therefore, only if it is judged that 
image data is not equivalent to a specific image in con- 
sequence of judging whether the image data is equiva- 
lent to the specific image, the image data is printed out. 
Since the image data judged equivalent to the specific 
image is not stored in the storage device 1910, the im- 
age data is not printed out by the printer device 1902. 
[0213] Therefore, as described above, in the tenth 



embodiment, additional information relating to the judg- 
ment of whether image data (PDL data) that is trans- 
ferred from the host 1906 is equivalent to a specific im- 
age is stored with the image data in memory means. For 

s example, if plural sets of a plurality of originals are cop- 
ied, it is possible to repeat copying after referring to the 
additional information. Therefore, it is possible to reduce 
the load of the judgment processing for forgery preven- 
tion. Furthermore, since the judging circuit 1911 iscon- 

io figured so that the input image is not stored in the stor- 
age device 1 91 0 if it is judged that the input image is the 
specific image, it is possible to securely prevent forgery. 



is 



(Modified example of tenth embodiment) 



[0214] In addition, in the above-described tenth em- 
bodiment, in the control program shown in FIG. 23, if 
image data transferred from the host 1906 is equivalent 
to a specific image due to the discrimination processing 

20 jn step S2303, the image data is not stored in the storage 
device 1910. Nevertheless, similarly to the eighth em- 
bodiment, as shown in FIG. 26, as for the image judged 
as a specific image it . is good enough to perform the 
processing of producing a corrected image from the im- 

2S age data, and to store the corrected image in the storage 
device 1910 (step S2604'). 

[021 5] Furthermore, for example, similarly to the ninth 
embodiment, as shown in FIG. 24, it is good enough to 
once store image data transferred from the host 1906 

30 in the storage device^ 910, to delete or correct image 
data, judged equivalent to the specific images, among 
image data stored (step S2401 ), and to store additional 
information in the storage device 1910 (step S2402). 
[0216] Moreover, in the above-described tenth em- 

35 bod iment, -image data transferred from the host 1 906 is 
printed out by the printer device 1902. Nevertheless, this 
processing is not limited this, but, for example, it is good 
enough to print out image data (facsimile image data), 
received by a facsimile circuit 1 903, by the printer device 

40 1 902 (facsimile function). In this case, with replacing im- 
age data, developed into bit map by the PDL circuit 
1 904, with facsimile image data received by the facsim- 
ile, circuit 1903, the above-described operation is per- 
formed. 

45 [0217] In addition, in the above-described tenth em- 
bodiment, the judgment processing of specific images 
is performed for all the image data (PDL data) trans- 
ferred from the host 1 906. Nevertheless, if the judgment 
processing of specific images has been already per- 

50 formed in the host 1 906, it is possible to reduce the load 
of judgment processing by performing the following 
judgment processing. Thus, contents of the processing 
is to perform the judgment processing at the step S2303 
for only the image data, which has not been judged yet, 

55 through transmitting the additional information, relating 
to the judgment of whether the image data is equivalent 
to the specific image, with the image data. 
[0218] Furthermore, if the judgment processing of 
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specific images is performed in the host 1 906, additional 
information stored in the storage device 1 910 is created 
from the additional information transferred from the host 
1906; '•• 

(Eleventh embodiment) 

[0219] Next, an eleventh embodiment will be de- 
scribed. • ' ' =. 
[0220] . An image input/output method according to the 10 
eleventh em for example, 
a color copying machine .2700 as shown in Fig. 27. 
[0221] As shown in FIG. 27, this color copying ma- 
chine 2700 includes: an original table glass 2701 where 
an original 2702 to be read is set; an illumination 2703 is 
provided to illuminate the o 2702 set on the orig- 
inal table glaas 2701 ; an optical system 2707; mirrors 
2764 tb 2706 gliding li the original 2702 to the 
optical system 2707; an imaging device 2^ where the 
lightvfrom the opt ical r system 2707 is imaged ; a motor 20 
2709 driving a first mirror unit 2710 including the mirror 
2704vand illumjnation 2703, and a second mirror unit 
2711 including the mirrors 2705 and 2706, respectively; 
ain image processing circuit 271 2^^w^ output of the 
i maging device 2708 is s upp I ied ; sc miconductor lasers 2s 
271 3 to 2ti6jWhere an output of the image processing 
circuit 271 2 is supplied; polygon mirrors 2717 to 2720 
where respect iye outputs of th e sem icond uctor lasers 
2713 to 2716 are supplied with corresponding to one 
another; photoc^hductive drurns 2725 to 2728 where re- 30 
spective outputs ;6f the. polygon mirrors 2717 to 2720 
are sujDpl ied with corresponding to one another; devel- 
opers 2721 to 2724 supplying toner on the photocon- 
ductive drums^725 to 2728; paper 2729 to 
2731; a manual insertion tray 2732; a transfer belt 2734; 35 
a resist roller 2733 guiding paper, delivered from the pa- 
per cassettes 2729 to 2731 or manual insertion tray 
2732; on the transfer belt 2734; a fixer 2735 fixing the 
toner; transferred by the^ photoconductive drums 2725 
to 2728, on paper on the transfer belt 2734; and a paper 40 
output tray 2736 to output paper toner fixed by a fixer 
2735 ' • •; • ; • 
[0222] The above-described color copying machine 
2700 has functions of the above-described image input/ 
output processing apparatus 1 900 (FIG. 19); The origi- 45 
nal tabl^ glass; 2701, illumination 2703, optical system 
2707, imaging device 2708, first mirror unit 2710, sec- 
ond mirror unit 27^11, motor 2709; or the like constitute 
an image reading unit, and correspond to a scanner cir- 
cuit 1901 in FJG 19. In addition; the image processing so 
circuit 2712 is a^part of outputting an image signal for 
printing, and corresponds to the input/output control cir- 
cuit 1907 in Fig. 1 9, storage device 1910, buffer memory 
circuit 1 908, compressing/expanding circuit 1 909, judg- 
ing circuit 1911 . system control circuit 1912, or the like, ss 
Furthermore.rsemiconductor lasers 271 3 to 2716, poly- 
gon mirrors 271 7 to 2720, photoconductive drums 2725 
to 2728, paper cassettes 2729 to 2731 , manual insertion 



tray 2732, transfer belt 2734, resist roller 2733, fixer 
2735, and paper output tray 2736 are a part of printing 
out an image, and corresponds to the printer device 
1902 in FIG. 19. 

[0223] Then, first, the original 2702 to be read is set 
on the original table glass 2701 . This original 2702 is 
illuminated by the illumination 2703, and light reflected 
from the original 2702 is imaged on the imaging device 
2708 by the optical system 2707 through the mirrors 
2704 to 2706 sequentially 

[0224] At this time, the motor 2709 not only mechan- 
ically drives the first mirror unit 271 0, including the mirror 
2704 and illumination 2703, at the speed of V, but also 
mechanically drives the second mirror unit 2711, includ- 
ing the mirrors 2705 and 2706, at the speed of V72. Ow- 
ing to this, the entire surface of the original 2702 is 
scanned. 

[0225] The imaging device 2708 includes a solid im- 
aging device (CCD: Charge Coupled Device), and con- 
verts an image, formed by the optical system 2707, into 
an electric image signal by photoelectric conversion to 
supply the electric image signal to the image processing 
circuit 2712. 

[0226] The image processing circuit 2712 performs 
predetermined processing of the image signal from the 
imaging device 2708 to output the image signal as a 
print signal. As described above, the image processing 
circuit 2712 performs processing according to a result 
of judgment of whether the original 2702 includes a spe- 
cific image. Owing to this, if the original 2702 includes 
the specific image, the print signal is not outputted, or a 
print signal after correction processing is outputted. 
[0227] The semiconductor lasers 2713 to 2716 are 
driven by the print signal outputted from the image 
processing circuit 2712. Laser beams emitted by re- 
spective semiconductor lasers 2713 to 2716 forms la- 
tent images on the photoconductive drums 2725 to 2728 
by the polygon mirrors 2717 to 2720. 
[0228] The developers 2721 to 2724 develop the la- 
tent images formed with K, Y, C, and M toner particles 
on the photoconductive drums 2725 to 2728 respective- 
ly. 

[0229] At this time, paper supplied from any one of the 
paper cassettes 2729 to 2731 and manual insertion tray 
2732 is adsorbed on the transfer belt 2734 through the 
resist roller 2733, and is delivered. 
[0230] With synchronizing with the timing of paper 
supply at this time, respective color toner particles are 
developed on the photoconductive drums 2725 to 2728, 
and hence respective color toner particles are trans- 
ferred on the paper with the delivery of the paper 
[0231] The paper where respective color toner parti- 
cles are transferred is separately delivered from the 
transfer belt 2734, the color toner particles are fixed by 
the fixer 2735, and the paper is outputted to the paper 
output tray 2736. 

[0232] As described above, by applying the process- 
ing in the eighth to tenth embodiments to the color cop- 
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ying machine 2700, additional information relating to the 
judgment of whether the original 2702 includes a spe- 
cific image is stored with the image data in memory 
means. For example, if plural sets of a plurality of orig- 
inals are copied, it is possible to repeat copying after 
referring to the additional information. Therefore, it is 
possible to reduce the load of the judgment processing 
for forgery prevention. Furthermore, the judging circuit 
1911 is configured so that image data is not stored in 
the storage device 1910 or image data after correction 
processing is stored if it is judged that the original 2702 
includes the specific image. Therefore, the image data 
is not printed or an image after correction processing is 
printed. Hence it is possible to securely prevent forgery. 
In addition, it is possible to provide a color copying ma- 
chine 2700 having good performance. 

(Twelfth embodiment) 

[0233] Next, a twelfth embodiment will be described. 
[0234] The eighth to tenth embodiments are imple- 
mented by such an information processing apparatus 
2800 that is shown in FIG. 28. 

[0235] As shown in FIG. 28, this information process- 
ing apparatus 2800 is configured by connecting a CPU 
2801, ROM 2802, RAM 2803, an image scanner 2807, 
a storage device 2808, a disk drive 2809, VRAM 2810, 
a display 2811; a keyboard 2812, a pointing device 
281 3, a printer 2814, and an interface circuit 2815 via a 
bus 2816 so as to transfer data with one another. 
[0236] The above-described information processing 
apparatus 2800 has functions of the image input/output 
processing apparatus 1 900 (FIG. 19), and first, the GPU 
2801; performs it he operation control of the entire infor- 
mation processing apparatus 2800. This CPU 2801 cor- 
responds to the input/output control circuit 1 907, judging 
circuit 1911, system control circuit 1912, or the like in 
FIG. 19. 

[0237] The ROM 2802 stores a boot program, a BIOS 
(Basic Input/Output System), or the like beforehand. In 
addition, the RAM 2803 is used as a work area of the 
CPU 2801, and develops or secures a control program 
2804 corresponding to a series of procedure, a buffer 
area 2805 used fdrimage acquisition and at the time of 
printing, and an operating system 2806 for performing 
the operation control of the entire information process- 
ing apparatus 2800 with starting with the control pro- 
gram 2804. Then, by the CPU 2801 executing the con- 
trol program 2804, developed in the RAM 2803, such as 
control programs shown in FIGS. 20A, 20B, 22, 23, 24, 
25A, 25B, and 26, the entire operation control of the in- 
formation processing apparatus 2800 is performed. 
[0238] The image scanner 2807 corresponds to the 
scanner circuit 1901 in FIG. 19, and reads an image. 
[0239] The storage device 2808 is a large capacity of 
storage device such as a hard disk apparatus or a mag- 
net-optical disk apparatus, and corresponds to the stor- 
age device 1910 in FIG. 19. This storage device 2808 



also stores the OS 2806 or the like, which are described 
above, beforehand. 

[0240] The disk drive 2809 reads data from a portable 
recording medium such as a floppy disk. Any one of a 

s floppy disk, set in this disk drive 2809, or the storage 
device 2808 stores the above-described control pro- 
gram 2804 beforehand. The CPU 2801 reads the control 
program 2804.and develops it in the RAM 2803. 
[0241] The VRAM 281 0 is used for developing a bit 

10 map image displayed on a screen. The display ^11 dis- 
plays the bit map image developed in this VRAM 2810. 
[0242] The keyboard 2812 is used for inputting vari- 
ous types of information. The pointing device 281 3 is 
used for pointing a desired position on a display screen 

15 of the display 2811 and selecting a desired menu from 
among various types of menus on a menu screen. Also, 
according to each input from these keyboard 2812 and 
pointing device 281 3, the CPU 2801 performs the oper- 
ation control of the entire information processing appa- 

20 ratus2800. 

[0243] The printer 281 4 corresponds to the printer de- 
vice 1 902 in FIG. 1 9, and prints out an image or the like 
that are read by the image scanner 2807. 
[0244] The interface circuit 2815 corresponds to the 

25 interface circuit 1905 in FIG. 19, and connects devices 
in a network 40 to another host 1 906. For example, PDL 
data transferred from the other host 1906 can be devel- 
oped into bitmap with software processing by the CPU 
2801. 

30 [0245] As described above; by applying the process- 
ing irithe eighth to tenth embodiments to a general-pur- 
pose information processing apparatus 2800, additional 
information relating to the judgment of whether the orig- 
inal 2702 includes a specific image is stored with the 

35 image data in memory means when, for example, an 
image read by the image scanner 2807 or an image 
transferred through the interface circuit 2815 is printed 
out by the printer 2814. For example, if plural sets of a 
plurality of originals are copied, it is possible to repeat 

40 copying after referring to the additional information. Fur- 
thermore, the information processing apparatus is con- 
figured so that image data is not stored in the storage 
device or image data after correction processing is 
stored if it is judged that the image is the specific image. 

45 Therefore, it is possible to reduce the load of the judg- 
ment processing for forgery prevention. Furthermore, 
the information processing apparatus is configured so 
that image data is not stored in the storage device 1910 
or image data after correction processing is stored if it 

50 is judged that the original 2702 includes the specific im- 
age. Therefore, the image data is not printed or an im- 
age after correction processing is printed. Hence it is 
possible to securely prevent forgery. In addition, it is 
possible to provide an information processing apparatus 

55 2800 having good performance. 

[0246] In addition, the processing in the above-de- 
scribed first to tenth embodiments can be applied not 
only to a data processing method in an apparatus com- 
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posed of single equipment, but also to a system com- 
posed of a plurality of equipment. 
[0247] Furthermore, the processing in the above-de- 
scribed first to tenth embodiments can be also imple- 
mented by supplying a storage medium, storing the pro- 
gram code of the procedure for implementing functions 
of a host 1906 and a terminal of each embodiment de- 
scribed above, to a system or an apparatus, and by the 
system or a computer (or CPU, or MPU) of the appara- 
tus reading and executing the program code stored in 
the storage medium. 

[0248] In this case, the program code itself read from 
the storage medium implements the functions of each 
embodiment described above, and the storage medium 
storing the program code constitutes the present inven- 
tion. 

[0249] It is possible to use ROM, a floppy disk, a hard 
disk, an optical disk, a magnet-optical disk, CD-ROM, 
CD-R, a magnetic tape, a nonvolatile memory card, or 
the like as a storage medium for supplying program 
code. 

[0250] In addition, the present invention includes not 
only a case that functions of each embodiment de- 
scribed above are implemented by a computer execut- 
ing the program codo that the computer reads, but also 
a case that the functions of each embodiment are im- 
plemented by such processing that an OS or the like 
operating on the computer performs part or all of actual 
processing. 

[0251] Furthermore, the present invention also in- 
cludes a case that, after the program code read from a 
storage medium is written in memory provided in a fea- 
ture expansion board inserted into a computer or a fea- 
ture expansion unit connected to the computer, a CPU 
or the like that is provided in the feature expansion board 
or feature expansion unit performs part or all of actual 
processing, and functions of each embodiment de- 
scribed above are implemented. 
[0252] As described above, it becomes unnecessary 
to perform the judgment of a specific, image each time 
image data is outputted by judging whether input image 
data includes the specific image such as a bank note 
and storing a fact that judgment has been already per- 
formed and its result as additional information of the im- 
age data. Owing to this, it is possible to reduce the load 
of judgment processing of whether the image data in- 
cludes the specific image, and to rapidly perform the 
processing. 

[0253] In particular, in case one image is repeatedly 
copied, it becomes unnecessary to perform the judg- 
ment each time the image is printed, and hence rapid 
copying can be performed. 

[0254] In addition, by not outputting image data that 
^ has not been judged to include additional information, it 
is possible to more securely prevent the forgery of an 
original including a specific image such as a bank note 
or a security. 

[0255] Furthermore, by not outputting image data if 



additional information includes the information denoting 
that the image data corresponding to the additional in- 
formation includes a specific image, it is possible to pre- 
vent the forgery of an original including the specific im- 
s age without performing the judgment of the specific im- 
age on all such occasions. 

[0256] Moreover, by informing a user of additional in- 
formation if the additional information includes the infor- 
mation denoting that the image data corresponding to 

io the additional information includes a specific image, it is 
possible to give an warning to the user. 
[0257] In addition, by modifying an image judged to 
include a specific image and including the information, 
denoting the fact, in additional information, it is possible 

is to securely prevent the forgery of an original including 
the specific image. 

[0258] Furthermore, if the additional information in- 
cludes the information denoting that the image data cor- 
responding to the additional information is modified, by 
^0 informing a user of that fact, it is possible to give an 
warning to the user. 
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Claims 

1. An image processing apparatus, comprising: 

input means for inputting color image data; 
judging means for judging whether judgment of 
whether a color image composed of the color 
image data is a specific image has been al- 
ready performed; and 

image judging means for judging whether the 
color image includes the specific image if the 
judgment has not been performed yet. 



2. The image processing apparatus according to claim 
1 , further comprising: 

image forming means for forming a color im- 

40 age corresponding to the color image data, wherein 
said image forming means does not form the color 
image or forms an image that becomes worthless 
by copying if a result of the judgment having been 
already performed is that the color image com- 

4 & posed of the color image data is the specific image 
or the image judgment by the image judging means 
shows that the color image composed of the color 
image data is the specific image. 

50 3. The image processing apparatus according to claim 
1, further comprising judgment result input means 
for inputting a result of judgment of whether the 
color image composed of the color image data is 
the specific image, wherein judgment by the judging 

55 means is performed ahead of judgment by said im- 
age judging means. 

4. The image processing apparatus according to claim 
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1, wherein said specific image is a security such as 
a bank note and a traveler's check. 

5. The image processing apparatus according to claim 
1, wherein said image judging means judges the 
color image data by pattern matching or color 
matching, or judges digital water mark information 
included in the color image data. 

6. The image processing apparatus according to claim 
3, wherein said judgment result input means inputs 
a result of the judgment ahead of the color image 
data. 

7. The image processing apparatus according to claim 
1 , wherein said color image data is inputted from a 
scanner, or a digital camera. 

8. The image processing apparatus according to claim 
1 , wherein the color image data is inputted via a net- 
work. 

9. An image processing apparatus, comprising: 



10 



9, wherein said image judging means judges the 
color image data by pattern matching or color 
matching, or judges digital water mark information 
included in the color image. 

13. The image processing apparatus according to claim 
9, wherein the image generating apparatus having 
a forgery judging function transmits a result of the 
forgery judgment ahead of the color image data. 

14. The image processing apparatus accordingto claim 
9, wherein said receiving means receives the color 
image data via a network. 



is 15. 



20 



An image processing method in an image process- 
ing system where a plurality of image processing 
apparatuses are connected via a network, wherein, 
if the plurality of image processing apparatuses has 
a plurality of specific image judging units, after any 
one of the plurality of specific image judging units 
judges color image data, the plurality of specific im- 
age judging units does not judge the color image 
data. 



receiving means for receiving color image data 
from an image generating apparatus having a 
forgery judging function and an image generat- 
ing apparatus not having a forgery judging func- 
tion; 

judging means for judging whether a color im- 
age composed of the color image data received 
by said receiving means is a specific image; 
and 

output means for outputting the color image da- 
ta so as to make an image forming unit form a 
color image by using the color image data re- 
ceived from said receiving means, wherein the 
image processing apparatus controls formation 
of the color image according to a result of judg- 
ment in the image generating apparatus having 
the forgery judging function if the color image 
data is generated by the image generating ap- 
paratus having the forgery judging function, 
and controls formation of the color image ac- 
cording to a result of judgment by said judging 
means if the color image data is generated by 
the image generating apparatus not having the 
forgery judging function. 

1 0. The image processing apparatus according to claim 
9, wherein the image generating apparatus is a 
scanner or a digital camera. 

1 1 . The image processing apparatus according to claim 
9, wherein the specific image is a security such as 
a bank note, and a traveler's check. 

12. The image processing apparatus according to claim 



16. An image processing method, comprising the steps 
of: 

inputting color image data: 

judging whether judgment of whether a color 

image composed of the color image data is a 

specific image has been already performed; 

and 

judging whether the color image is the specific 
image if the judgment has not been performed 
yet. 

17. An image processing method, comprising the steps 
of: 

receiving color image data from an image gen- 
erating apparatus having a forgery judging 
function and an image generating apparatus 
not having a forgery judging function; 
judging whether a color image composed of the 
color image data received by the receiving 
means is a specific image: and 
outputting the color image data so as to make 
an image forming unit form a color image by us- 
ing the color image data received, wherein the 
image processing method further comprises 
the steps of controlling formation of the color 
image according to a result of judgment in the 
image generating apparatus having the forgery 
judging function if the color image data is gen- 
erated by the image generating apparatus hav- 
ing the forgery judging function, and controlling 
formation of the color image according to a re- 
sult of judgment by the judging means if the 
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color image data is generated by the image 
generating apparatus not having the forgery 
judging function. 

18. An image processing system that has a first appa- s 
ratus inputting an image signal, and a second ap- 
paratus outputting an image by using the image sig- 
nal, wherein said first apparatus comprises first 
judging means for comparing the image signal, read 

by the first apparatus, with data corresponding to a io 
specific image; and 

wherein the second apparatus has second 
judging means for comparing the image signal with 
data corresponding to a specific image. 

75 

19. The image processing system according to claim 
18, wherein the data corresponding to a specific im- 
age is pattern data. 

20. The image processing system according to claim 20 
18, wherein the data corresponding to a specific im- 
age is digital water mark data. 

21. The image processing system according to claim 

18, wherein the first judging means and the second 2s 
judging means perform judgment of different spe- 
cific images. 

22. The image processing system according to claim 

18, wherein said first judging means and said sec- 30 
ond judging means perform judgment of the same 
specific image, and the first judging means per- 
forms judgment by using an image signal with res- 
olution lower than that of the second judging means. 

35 

23. The image processing system according to claim 
22, wherein, if as a result of judgment with using the 
image signal with low resolution it is judged that the 
image signal corresponds to the specific image, the 
second judging means performs judgment by using 40 
an image signal with high resolution. 

24. The image processing system according to claim 
18, whereinlhe first apparatus is a scanner, and the 
second apparatus is a printer. 45 

25. An image processing method in an image process- 
ing system that has a first apparatus inputting an 
image signal, and a second apparatus outputting an 
image by using the image signal, comprising: so 

a first judging step of performing a first judg- 
ment of comparing the image signal, read by 
the first apparatus, with data corresponding to 
a specific image in the first apparatus; and ss 
a second judging step of performing a second 
judgment of comparing the image signal with 
data corresponding to a specific image in the 
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second apparatus. 

26. The image processing method according to claim 
25, wherein the data corresponding to a specific im- 
age is pattern data. 

27. The image processing method according to claim 
25, wherein the data corresponding to a specific im- 
age is digital water mark data. 

28. The image processing method according to claim 
25, wherein said first judgment and said second 
judgment perform judgment of different specific im- 
ages. 

29. The image processing method according to claim / 
25, wherein said first judgment and said second 
judgment perform judgment of the same specific im- 
age, and the first judgment performs judgment by 
using an image signal with resolution lower than 
that of the second judgment. 

30. The image processing method according to claim 
29, wherein, if as a result of judgment with using the 
image signal with low resolution it is judged that an 
image signal correspond to the specific image, the 
second judgment performs judgment by using an 
image signal with high resolution. 

31. The image processing method according to claim 
25, wherein said first apparatus is a scanner, and 
the second apparatus is a printer. 

32. The image processing method according to claim 
25, wherein the data corresponding to a specific im- 
age is down-loaded from a computer. 

33. An image processing method, wherein, if an image 
signal inputted is not a specific image as a result of 
judgment of whether the image signal inputted cor- 
responds to the specific image, the image signal is 
stored as an image file. 

34. The image processing method according to claim 
33, wherein said specific image is a security, and at 
least one out of color, a pattern, and a digital water 
mark is used for the judgment. 

35. The image processing method according to claim 
33, wherein information of a specific image having 
been already judged is added to the image file. 

36. The image processing method according to claim 
35, wherein the information of a specific image hav- 
ing been already judged is protected. 

37. The image processing method according to claim 
33, wherein, when an image corresponding to the 
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image file is printed, it is judged whether the image 
is a specific image. 

38. The image processing method according to claim 
35, wherein the information of a specific image hav- 
ing been already judged is added to the image file, 
and judgment at the time of printing is performed on 
the basis of the additional information. 

39. The image processing method according to claim 
38, wherein judgment of a specific image having 
been already judged is omitted on the basis of the 
additional information. 

40. An image processing method, comprising the steps 
of: 

obtaining information that is added to an image 
file and denotes whether it has been already 
judged whether the image file includes a spe- 
cific image; and 

judging the image file on specific images, which 
have not been judged yet, if the judgment has 
been already performed, and judging the image 
file on specific images, which can be used for 
judgment, if no judgment has been performed. 

41. The image processing method according to claim 
40, wherein the specific image is a security, and at 
least one out of color, a pattern, and a digital water 
mark is used for the judgment. 

42. The image processing method according to claim 
40, wherein the information is protected. 

43. The image processing method according to claim 
40, further comprising the steps of: 

judging that an apparatus generating the image 
file does not have a specific image judging func- 
tion; and 

generating information for supplying the specif- 
ic image judging function to the apparatus gen- 
erating the image file. 

44. The image processing method according to claim 
43, wherein the information for supplying the spe- 
cific image judging function is address information. 

45. The image processing method according to claim 
33, wherein the image processing method is imple- 
mented in a scanner driver. 

46. The image processing method according to claim 
40, wherein the image processing method is imple- 
mented by a printer driver 

47. An image processing apparatus realizing the image 
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processing method according to claim 33. 

48. A storage medium storing the image file according 
to claim 33. 

49. An image processing apparatus comprising: 

judging means for judging whether image data 
inputted includes a specific image; 
additional information storing means for storing 
a result of said judging means as additional in- 
formation; 

output means for outputting the image data as 
an image; and 

control means for controlling an image output 
by said output means on the basts of the addi- 
tional information. 

50. The image processing apparatus according to claim 
49, wherein said additional information further in- 
cludes at least any one of presence of a result of 
judgment of whether image data includes the spe- 
cific image, and a control method of image data 
judged as the specific image. 

51 . The image processing apparatus according to claim 
49, wherein said control means controls the output 
means lest said output means should output image 
data that has not been judged by said judging 
means. 

52. The image processing apparatus according to claim 
51 , wherein, assuming that the image data has not 
been judged by said judging means if there is not 
additional information corresponding to the image 
data, said control means controls the output means 
lest said output means should output the image da- 
ta. 



40 53. The image processing apparatus accordingto claim 
51, wherein, if the additional information includes 
information denoting that image data correspond- 
ing to the additional information has not been 
judged by said judging means, said control means 
controls the output means lest said output means 
should output the image data. 



54. The image processing apparatus according to claim 
49, wherein, if the additional information includes 
information denoting that image data correspond- 
ing to the additional information includes a specific 
image, said control means controls said output 
means lest said output means should output the im- 
age data. 
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55. The image processing apparatus accordingto claim 
54, wherein, if the additional information includes 
information denoting that image data correspond- 
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ing to the additional information includes a specific 
image, said control means inform a user of that fact. 

56. The image processing apparatus according to claim 
49, further comprising modifying means for modify- 
ing an image judged as an image including a spe- 
cific image by the judging means, wherein the ad- 
ditional information includes information denoting 
that image data is modified by said modifying 
means. / ; 

57. The image processing apparatus according to claim 

56, wherein, if the additional information includes 
information denoting that image, data correspond- 
ing to the additional information is modified, said 
control means controls said output means lest said 
output means should output the image data. 

58. The image processing apparatus according to claim 

57, wherein, if the additional information includes 
information denoting that image data correspond- 
ing to the additional information is modified, said 
control means inform a user of that fact. 

59. The image processing apparatus according to claim 
49, further comprising storing means for storing im- 
age data inputted, wherein, when plural sets of the 
image data inputted are printed out by said output 
means, the control means performs control of re- 
peatedly reading image data, stored in said storing 
means, according to the additional information. 



60. 



61. 



The image processing apparatus according to claim 
59, wherein, if it is judged by said judging means 
that the image data inputted includes a specific im- 
age, said control means performs any one of inhib- 
iting storage into said storing means -storing the im- 
age data in said storing means after correcting the 
image data, and deleting the image data stored in 
said storing means. 

The image processing apparatus according to claim 
49, wherein said judging means judges whether the 
image data includes a specific image by judging 
whether specific digital water mark information is in- 
serted in the image data. 

The image processing apparatus according to claim 
49, wherein said judging means judges whether the 
image data includes a specific image on the basis 
of a similarity degree between characteristics, ob- 
tained from the image data, and characteristics of 
the specific image set beforehand. 



63. An image processing method comprising: 

a judging step of judging whether image data 
inputted includes a specific image; 
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an additional information storing step of storing 
a result at the judging step as additional infor- 
mation by storing means; 
an output step of outputting the image data as 
an image; and 

a control step of controlling an image output by 
the output step on the basis of the additional 
information. 

64. An image processing system, comprising a plurality 
of image data generating apparatus for generating 
data defining colour images and at least one image 
receiving apparatus for receiving image data from 
each of the image data generating apparatus, 
wherein: 

at least one of the image data generating ap- 
paratus has judging means forjudging whether im- 
age data generated thereby represents a specific 
colour image and for sending a signal indicating the 
result of judgment to the receiving apparatus, and 
at least one of the image data generating apparatus 
does not have judging means for judging whether 
image data generated thereby represents a specific 
colour image; and 

the receiving apparatus includes: 

judging means for judging whether image data 
received from an image data generating appa- 
ratus represents a specific colour image; 
determining means for determining whether im- 
age data received from an image data gener- 
ating apparatus has been processed by the im- 
age data generating apparatus to determine 
whether it represents a specific colour image; 
and 

means for controlling the judging means in de- 
pendence upon the determination result from 
the determining means. 

65. An image data generating apparatus for use in a 
system according to claim 64, comprising: 

means for generating image data defining a col- 
our image for output to a receiving apparatus, 
means forjudging whether the image data rep- 
resents a specific colour; and 
means for generating a signal conveying the re- 
sult of judgement for output to the receiving ap- 
paratus. 

66. An image receiving apparatus for use in a system 
according to claim 64, comprising: 

judging means for judging whether image data 
received from an image data generating appa- 
ratus represents a specific colour image; 
determining means for determining whether im- 
age data received from an image data gener- 
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ating apparatus has been processed by the im- 
age data generating apparatus to determine 
whether it represents a specific colour image; 
and 

means for controlling the judging means in de- $ 
pendence upon the determination result from 
the determining means. 
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FIG. 10 
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